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1.Product Description

Our router series adopts industrial design, adopts high-performance 32-bit
embedded MIPS architecture dedicated network processor, embedded with
industrial-grade, high-performance, multi-band mobile 3G/4G communication
processing module. Support WCDMA, HSPA+, TD/FDD-LTE, EVDO (CDMA 2000),
TD-SWCDMA, GSM and other high-speed mobile broadband network, to provide
customers with convenient and fast Internet access or private network transmission,
optional embedded Wi-Fi module or multi-LAN port. Provide customers with wired
fixed network or wireless WLAN sharing high-speed broadband. connection; At the
same time, we provide customized advanced VPN (OpenVPN, IPSec) functions to
build safe tunnels, which are widely used in finance, electric power, environmental

protection, oil, transportation, security and other industries.

The Router series provides users with.a Web-based configuration interface,
making it very easy to configure and manage the Router. At the same time, the M2M
terminal product management platform provides users with remote management of
all Router terminals. Through the M2M platform, users can monitor the status of all
terminals  successfully connected to the platform, and provide remote control,

parameter configuration and remote upgrade services.

This instruction manual introduces to the user how to install and configure the
industrial grade Router, and guides the user to get started and use our products

quickly after correctly-installing the hardware and configuring the basic parameters.
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2.Device login and system status check

This chapter mainly introduces and instructs the customer how to judge the
current network connection of the device through the state of each indicator light
outside the device, and at the same time instructs the user how to connect to the
routing device through the computer or other wireless terminals to set and view

some parameters. The detailed description is as follows:

2.1Hardware interface

Side panel schematic diagram

1) 2.4G WiFi: 2.4GHz frequency band WiFi SMA interface;

2) 4G Interface: SMA interface for 4G network antenna, which automatically

downwardly compatible with 3G/2G network signals;
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3) SIM1/SIM2: Dual SIM card slots, requiring installation of standard large SIM cards;

<SIM Card Installation Diagram>: When installing, place the SIM card with its chip
circuit facing upward, aligning with the small triangle direction at the bottom of the
card holder, then push the entire card slot upward to complete installation. (Note:
Hot swapping of SIM cards is not supported. It is recommended to power off the

device first before removing or inserting a SIM card to avoid damaging the SIM card);

4) SIM Card Ejection Button: Press here with a SIM card ejector pin or other sharp

object to eject the SIM card holder;

5) LAN1-LAN4 Ports: Network ports for connecting LAN computers or other terminal

devices;

6) WAN Port: Defaults to WAN port status; can be changed to LAN port use after

modification;

7) RST: Reset button. When the device is powered on; press and hold this button for
about 10 seconds, then release it. All lights will flash on and off once to indicate the

completion of reset;

8) Serial Port 232/485: Select either one. The description of each terminal interface is

as follows:

3.3V: Serial port power supply, generally no need to connect;
GND: Signal ground;

TX/B: 232/485 transmit signal;

RX/A: 232/485 receive signal;

9) POWER: Device power DC connector, supporting a wide DC voltage range of

7.5V~32V. The default power adapter is DC12V/1A;
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2.2 Installation of SIM Card and Antenna

SIM Card Installation:

The device only supports the installation of standard Mini SIM cards. If a
Nano/Micro SIM card is used, please install a card adapter first before use.
When installing the SIM card as follows, press the ejection hole indicated by the
blue arrow in the figure with another object, and the card holder will pop out
automatically. When placing the card, ensure the SIM chip circuit faces upward,
align the notch of the card with that of the card holder, and finally gently push

the card holder back into place.
Installation of WiFi/4G Network Antennas:

As described above, the antennas are divided into WiFi antennas (2.4GHz) and
4G network antennas (compatible with 3G/2G). When using the device for the first
time, please first remove the small red caps from the interfaces. Then, install the
antennas by screwing them clockwise one by one as shown in the diagram (the

antennas support bending at different angles).

By default, rod-shaped antennas are provided, which are compatible with both
WiFi and mobile networks. When'in.use, please ensure that all antennas are properly

connected.

2.3Explanation of Network Indicator Lights
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Note: The IR5000 4G router supports single-mode dual-SIM mode.

In single-mode dual-SIM mode, both SIM1 and SIM2 can be inserted and used (dual
SIM cards with single standby). The device prioritizes checking and using the SIM1
network: when the network of SIM1 is normal, it will consistently use the SIM1
network. If the dial-up of SIM1 network fails or is abnormal, the device will start
switching to check the SIM2 network; when the SIM2 network is normal, it will
consistently use the SIM2 network. If the SIM2 network is also’abnormal, the device
will continuously switch between checking SIM1 and SIM2 networks until a

successful network connection is established.

Seria
| Dialing network
SIM usage NET indicator status SIM status
Num Status status
ber
SIM not
1 No SIM
inserted
The green light flashes Unplugged
2 Dialing Invalid or damaged SIM not
slowly, and finally goes SIM
Failed connected
out Or
3 SIM installation error SIM
abnormal
connectin
4 Dialing SIM is normal Flashes Quickly simready
g
5 1<=Signal value S1 stays on steadily / S2
When (weak)<=10 stays off steadily / N light
SimM1
. . flashes slowly
dial-up is
6 successful 11<signal value S1 stays on steadily / S2
(general)<=20 stays off steadily / N light
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flashes quickly simready connected
21<signal value S1 stays on steadily / S2
(stronger)<=31 stays off steadily / N light

stays on steadily

1<=Signal value S2 stays on steadily / S1
(weak)<=10 stays off steadily / N light

flashes slowly

When 11<signal value S2 stays on steadily /
SIM2
[)<=20 S21st ff steadily / N
dial-up is (general) stays off steadily /
successful light flashes quickly
21<signal value S2 stays on steadily / S1
(stronger)<=31 stays off steadily / N light

stays on steadily
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2.4 Web page login

The industrial router products of Chilink support users to view and set relevant
product parameters with the login mode of Web terminal. The specific operations

are as follows.

Step1l: Hardware connection

Connect the router's LAN port to the computer. The computer's LAN card can set
the automatic access address (or set the static IP address, but make sure it is on the
same network as the router, otherwise you will not be able to log in to the router
later. The default LAN address of the router is 192.168.1.1, and the netmask is

255.255.255.0) .

IP: 192, 168. 1.1

o5, 255. 255. 0

IER0O0

LAN1-LAN4
|

IP: 192, 168, 1. X (2-264)
255, 255, 265,10

Device connection
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Step 2: Check your computer's IP address

Open the computer's local connection and check whether the computer has

obtained an IP address.

Step 3: Log on to the router Web using your browser

Open any browser, log in at the default address 192.168.1.1, enter the default
user name/password admin/Admin@123(Factory pre-configuration can be
customized according to user requirements.) (for the safety of the device, it is
strongly recommended to change the default password when using the device,
please refer to Section 7.2 "Management Rights" for details), and finally press Enter

to enter the device Web page. As follows:

Superlink Gateway

Authorization Required

admin

Admin@123
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3.S5ystem Status

This chapter mainly instructs the user how to view the current status information
of the routing device through this function, and make a preliminary judgment of the

status of the current network access.

3.1 Overview

After logging in the router Web, click "System Status" -- "Overview". Here you

can view some detailed information of the product, as follows:

3.1.1 Status bar

Here you can view the product system name, product model, product serial
number, firmware version, hardware type. (single module single card/dual module
dual card), MAC address, WAN mode (wired mode/compatible mode /3G4G mode),

load situation and other information.

ab operation

MAC Address

WAN Mode 3G/4G and Wired
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3.1.2 Mobile WAN network and wired WAN status view

Here you can view the mobile network status details of the device, such as: SIM
card insertion status and 3G/4G dialing details, 4G module identification, base

station network received signal strength (RSSI) and the current network connection

duration, etc.

“ x yetem Log Fert
4G WAN Status
ntertace Mebile Networkl
Address 1080 246 230
Gateway 1080246291
Raatine Graptes DNS %7107/ 1113620208
Modem Type LTE/WCDMA/TD- SCOMA/EVDO/COMA/EDGE/GPRS/GSM
- >
el Modem ICCID B35E04061916C0672484
Advanced Network > Maodem IMEI 863930051039125
Modem IMS! 460042615709484
VPN Configuration > Netviork Operator China Mabile
Current Network Standard LTETDD
System Management »
USIM Status sinveady(SM1)
Logout Ass! 31 o (51 dBm/ T007%)
Comectstatus connected 0h m 55
Network
Wired WAN Status Type: dhcp
Address: 192168.10.151
MAC Address: 34-0A 68:25:BB:5E
p 550
ethl
Active Connections T13/ 16384 (001

3.1.3'Memory usage and DHCP connection list

Here you can view the current memory usage of the device, including available

memory, unused memory, buffers.

You can also view the list of devices connected to the DHCP server.
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System Status ~ “ % | Systemlogx  Sysemx  PorFomwsrdsx  Smatinkx W Tabopemton =
e [r—— PP— 5
Netwark Operator China Mobile
Roues
Current Network Standard LTETDD
SystemLog USIM Status simveady(SIM1)
RSS! 31wt (-51dBm/ 100%)
Kemel Log
ConnectStatus connected Oh 7m 195
Realime Graphs.
Basic Network
Network

Advanced Network > Wired WAN Status Type: dhep
Address: 132.168.10.161
MAC Address: 34 0A-68:25 BB 5

Netmask: 255255 255.0

VPN Configuration >

eth

Gateway. 192.168.10.1
System Management > DNS 1:20296.134.33
Expires: 23h 52m 15
o ot Connected: 0h Tm 595
Active Connections 127 /16384 (0%)
Memory
Total Avalabie R o = (507
Free TR 5 5+°)
Buffered [ 7695 ke/ 123740k8 (6%
DHCP Leases
Hostrame 1P Address MAC-Address Leasetime remaining
PC-201911141944 1821681152 ODEDAC21:13:A0 11h52m 285
PC-201911141944 fdes-d60e:2656-509/128 00010001 2552f6c8000c2985173e 11h 36m 285

3.1.4 WiFi Access Point information

Here you can view the WiFi enabled status and working mode (AP/Client) of the

device. At the same time, you can also check which wireless terminals are connected

below, such as mobile phones, laptops, etc.

System Status

% | Wieless Networkx | Routes x

»

Tab operation

Active Connections

167/ 16384 (1%

Memory
Tota Avaiable SRR 1 (50%)
Free [ 740 e (53°)
Basic Network Buffered l 7932 kB / 123740 kB (6%)

Advanced Network
DHCP Leases
VPN Configuration
Hostname P Address MAC-Address Leasetime remaining
System Management > Honor_8-22989ab3ac826 1 192168..203 ABOCEIABCEFI 11h 58m 185
PC-201911141944 1921681152 00E04C2119:A0 1thsam 17s
i PC-201311141944 fdc5 d602.2656:509/128 00010001255ef6cB000c2885173e 11h 58m 17s

Wireless

Generic MACBO211 802 1Tbgn Wireless Controller (radio0)

Associated Stations
MAC-Address
o ABOCEIABCEF2

SSID: ZR27405-25hh e
Mode: Master
4 Channel: 11 (2452 GHz)
100 Bitrate: 39 Mbits
BSSID: 34:0A-68:25:88:60
Encryption: mized WPA/WPA2 PSK (CCMP)
Uptime: 0 1m 455

-33d8m

-g5.d8m

RX Rate
11.0 Mbit/s

TX Rate
39,0 Mbit/s, MCS 4, 20MHz
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3.1.5 Load Balancing (optional)

Here you can view the load balancing (MWAN3) interface status of the device

(3G/4G mobile WAN and wired WAN), such as online or offline.

System Status “ % | Mobie Network % | Wired Network % | Load Balancing X » | Taboperton~

DHCP Leases.

Hostname 1P Address MAC-Address Leasetime remaining
Honor_9-aag8%eablace26e 1921681203 ABOCE3ABCBT2 11h 54m 255
v s PC201911141544 1921681152 00040211240 Th 53 245
PC-201811141544 fdc5d602:2656:509/128 00010001255¢f6c3000c298573e 11h 53m 235
Load Balancing
Basic Network
Wireless
uimaced Metnrk Generic MACB0211 D2 11hgn Wireless Controller (radiod) SSID: ZR2TA0S-25bh5e
Mode: Master
VPN Configuraion Channel: 11 (2.452 GHz)
a2 s
P : 56.5 Mbit/s

34.0A:68.2588.60
Encryption: mixed WPA/WPAZ PSK (CCMP)
Uptime: 0h 6m 395

System Management >

Logout

Associated Stations

MAC-Address Signal MNoise RX Rate TX Rate
| ABOCHIABCRF2 -46 dEm -95 dim 240 Mbit/s 585 Mbit/s, MCS 6, 200Hz
Load Balancing
Interface: wan Interface: wan Interface: Sgrran]
status: Online status: Disabled ‘Status: Online
Uptime: Oh:1m: 225 Uptime: Ch0m 105

3.2 Routing Table

Here you can view the current host address list information through the ARP list;

All active'IPv4 and IPv6 routing links can be viewed at the same time as follows.

System Status “ | Owriewx  Mobie Networkx | Vired Nasaork x o [——
Overview -
Routes
g The following rules are curently active an this system
Gl
RP
Kemei Log
Py Address MAG-Address ntertace
Reatme Graphs 1921681152 O0EC4CZ1T8A0 lan
Load Balancing 192168 10.234 B8B-CEFA-07:92.53 wan
192168101 00228383726C wan
aaic Network, 1921681203 ABOCEIABCEF lan
Advanceil Motk 192168 10.105 04-95:E6:5C-EC-FO wan
VPN Configuration
Active IPva-Routes
System Management >
Network Tt IPva-Gateway Metric Table
Logout wan 0000/0 192168701 10
Igwant 10802460724 & n 1
lan 172160024 - 0 1
lan 192.168.1.0/24 ks 0 1
wan 192 168 100724 = 10 1
Sqwanl 000010 1080246231 n 3
3guant 10.80.246.0724 - 2 3
lan 172160024 . 0 3
lan 192.168.1.0/24 = 0 3
wan 192.168.10.0/24 & 10 3
wan 00000 192168701 10 man
3quant 00000 1080246251 % main
Jgwanl 10.80.246.0/24 = 20 main
lan 172160.0/24 = 0 main
lan 19216810724 = 0 man
= T I = o o
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3.3 System Log

Here you can view the log details of the current function modules of the device.
When there is an abnormal operation of the device, we can locate the on-site

problems of the customer according to the log.

| Overviewx | MobleMetwork % | WiedNetwork® | Routes X x

Load Balanging

Basic Network

Advanced Network >

VPN Configuration >

System Management >

Logout

3.4 Kernel Log

Here you can view the device background system driver interface startup
information, when there are some device connection or startup abnormalities, you

can use these logs to further locate customer field problems.
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W | Taboparstion -

020000000007

00000000D0=03000000000T7
OxE0000000000000-020%

Basic Network
Advanced Network >

VPN Configuration >

System Management >

Logout

3.5 Real-time information

Here you can view the device load in real time (such as the load details in the 1st,
5th and 15th minutes), the upstream and downstream real-time traffic situation of
different network interfaces, the signal-and noise situation of WIFI and the link of

other activities.

# | Owniewx | LoadBalanding X % | Mobie Network X W | Tabopesstion=

Load  Traffic  Wireless  Connections

Realtime Load

Resitime Graphs

Load Balanding

Basic Network

Advanced Network

VPN Configuration >

System Management >

Logout

(4 minute window, 3 second interval)
1 Minute Load: 768 Average: 727 Peak: 768
5 Minute Load: 544 Average: 525 Peak: 544
15 Minute Load: 261 Average: 249 Peak: 251

3.6 Load balancing

1) Interfaces
Here you can check the current online and offline status of each interface (WAN
for wired WAN, WWAN for wifi client, 3gwan1 for 3/4G mobile network ) of the

system after the load balancing function is enabled (the system does not open load
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balancing by default, if you need to use it, please place an order and comment).

Interface Detail Diagnostics
System Log
Load Balancing
Kemel Log
Resfiens Graphs Interface: van Interfsce: wiian Interface: 3gwan
Status: Oniine Status: Disabled Status: Online
Losd Balancing Uptime: 0 3m 235 Uptime: Oh3m 45
Basic Network
2) Detail

Here is a detailed view of the current load-balancing IPv4 / IPv6 policy rule

«  Owviewx | Restime Grophs x| Mobie Network X B | Taboperssion -
interface Detall Diagnostics
Skt Load Balancing-Detail

Kemel Log

Reslfme Graphs

Load Balancing

Basic Network

Advanced Network >

VPN Configuration >

System Management »

Logout

3) Diagnosis
Here, the system WAN or 3GWANL1 interface can be respectively tested for

connectivity to confirm whether the current network is normal and available.
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Overview X % | Reaiime Graphs X | Mabie Network X W | Taboperstionv
nterface  Detal Diagnostics
System Log Load Balancing-Diagnoestics

Kemel Log

Reaiime Graphs
Interface  3gwant w Tack

Load Balansing
Fing fracking I~

Basic Network

Advanced Network

VPN Configuration

System Management >

Logout
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4. Basic Network

This chapter mainly introduces several different external network access
scenarios supported by our router, including wired WAN network, WIFI client
network, 4G mobile dial up network, etc. The following mainly introduces the use of

these specific configuration methods.

4.1 Switch

This part can divide the device into VLAN to divide the system network into

different network segments. The details are brief.

System Status > 4 Oveniewx | Mobils Network x x ‘

Basic Network

Switch

Switch The nefwork ports on this device can be combined fo several MLANS in which computers can communicate directly with each ofher. VLANS are often used ta separate different network segments. Often there is by default ane Uplink
port for a connection ta the next greater netwark ke the intemet and other ports for a local network

Hostnames

Suitch "switch0"

Enable VLAN functionality @@

Advanced Network >

VPN Configuration >

vLAN D CPU (eth) Lant Lanz Lan3 Lane
System Management >
Port status: 1000baseT 100baseT
e ne link = no link o link
ull-duple full-duplex
Logout
1 tagged v untagged v untagged v untagged ~  untagged -

4.2 Hostnames

Here, by clicking the "add" button, you can customize the host name of the

device connected to the router based on their different IP address.

Example configuration: Customize a host named 'my_device' for the computer
with IP address 192.168.1.152 connected to the router. You can see this host

information in the System State Overview section.
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System Status @ Overvieww | WobieNetwork % = Wireless Network % * W | Tabopersion~
Basic Network.
Hostnames:
Switon
Host entries

Hostname 1P address

my_device 182.168.1.152 (PC-201911141844 lan) v|

o

System Status v K % | RestmeGraonsx | SttcRoumsx | Hosnamesx » | T

Overview Connected: 0h 17m 445 -

o Active Connections I 179/ 16384 (1%)

Kemel Log Memary

[—— Total Available S 1 (55

Load Balancing Free S 710 kB (52%)
Buffered [l 7240kB/123740kB (5%)
Basic Network

Advanced Network  *
DHCP Leases,

VPN Configuration > Hostiia P Address MAC-Address. PP
I my_device 192.168.1.152 I OQ:EDAC21:1:AD 1Th 59m 24s
System Management »
PC-201911141944 fdcS-d60e 2656-500/128 00010001 255ef6cB000c2985T3e 11h 59m 28s

Logout

4.3 Static Routing

This section allows'you to view all the current IPv4./ IPv6 dynamic routing tables
of the system; You can also create a static routing table (mainly IPv4) by clicking the

"Add" button to set up communication with the specified target network.

System Status H 4 OweniewX | Resitme Graphs X x

Hosinamas % ¥ | Tabopersion~

Basic Network
Routes

Routes specify aver which interface and gateway a certain host or nefwark can be reached.

Static IPv4 Routes

Interface Target IPvé-Netmask IPyé-Gateway Metric MTU Route type

Host-1P or Netwark iftargetis anetwork

‘This seetion contains no values yet

Wirelass Netwark m

Staio addrass

Advanced Network *
Static IPv6 Routes

VPN Configuration >

Interface Target [Pvé-Gateway Metric. MTU Route type

System Management > 1Py6-Address or Network (CIDR)

Logout This section contains no values yet
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4.4 Wired Network

This chapter mainly introduces several different network configuration modes of
wired WAN in routing system, including dynamic WAN address, static WAN address,

and PPPOE broadband dial-up mode.

4.4.1 WAN Interface

Cable WAN network mode is to point to by a line bridge connecting mode
connect a router's WAN port to another (superior) the router LAN port and make
itself has the capability of network access (supervisor should pay attention to union
of two router LAN network cannot be completely the same, otherwise result in

network conflicts, you can change any of a router LAN address to avoid conflict).

\
3G/4G Router’ L

Internet Router

PC
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4.4.1.1 DHCP Client

As shown in the figure below, the system defaults to the working mode of "DHCP
client", that is, after accessing the superior router network, it will automatically

obtain the IP address to access the Internet.

System Status # | Oveniewsx ® |

Basic Network
WAN  LAN  MeT

Interfaces - WAN

O this page you can canfigure the network interfaces. Vou can bridge several interfaces by ticking the *bridge interfaces* field and enter the names of several network interfaces separated by spaces. You can alsa use VLAN notation
INTERFACE. VLANRR (2.0, s2h0. )
Common Configuration

General Setup Advanced Setiings

Status  Uptime: Ch 18m41s
i edie MAC: JA40468.75 BB SE
RX:1.14 M (3512 Phis )
Advanced Network > TX 84,53 KB (1270 Phts)
1Pua: 19216810.161/24

VPN Configuration > -
Protocol | DHCP client v

System Management >
Hostname to send when requesting DHCP o

Logout

4.4.1.2 Static(wan) address

In addition to automatic WAN access, you can also set the static IP address (must
be set to the same network segment as the router above, the mask must be the
same, the gateway address and the DNS address also need to be set; For example,
the parent router network is 192.168.10.0/24, and the gateway address is
192.168.10.1).

The configuration.isas follows:

Select "Basic Network" -- "Wired Network" -- "WAN" -- "General Setup", select
the protocol as "Static Address", then switch the protocol and set IP address, subnet

mask, gateway address and DNS server, and save the application.
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System Status Overview % x W | Taboperation=

Basic Network
WAN  LAN  MGT

Interfaces - WAN

On this page you can canfigure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation
INTERFACE. TLANR (2.0, w210 1).

Common Configuration

General Setup
Wireless Network

Status  Uptime: 0h 20m 235
MAG: 34:0A 65 25.BB SE
RX-116 M8 (8830 Phis )

Advanced Network T 86,55 KB (1306 Phts )

IPva: 19216810 161/24

VPN Configuration
Protocol | Static address

System Management >

Static address.

Really switch protocol?

Logout

System Statu: » Overview x x »

Basic Network =
WAN  LAN  MGT

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces, You can also use VLAN
notation INTEREACE. VLANR (2.0, =tH0. 1)

Commen Configuration
General Setup Advanced Settings

Status  Uptime: 0h 21m 235
MAC: 34:04 68 25:BB: 5E
RX:1.20 MB (9168 Phis )

Advanced Network > TX 89,18 KB (1352 Piis.)

WPv4: 192 16810.161/24

VPN Configuration
Protocol | static address .

System Management >
1Ped address | 192 168.10.168

Logout
1Pva nemask | 265 255 255.0 v

[Pk gateway | 192 168.10.1

1Pv4 broadcast
Use custom DNS servers | 223555 -
PG assignment length  disabled v
1Py5 address
1PYE gateway
1PV routed prefix
System Status “ % | wired Network % W | Taboperation >
Network
System Log Wired WAN Status Type: static
Address; 192 165 10 163
Kemel Log +  MAC Address: 34.0A.68.25:88 5E
iy Netmask: 2552552550
Restione Gesie Gateway. 192168101
DNS1:223555
Lond Balancing Connected: 0h Om 325
Active Connections | 173716384 (1%)

Basic Network

4.4.1.3 PPPoE dial-up

This method mainly refers to using a broadband account assigned by a carrier or

other ISP network provider to access the Internet.
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Configuration actions:

Select "Basic Network" -- "Wired Network" -- "WAN" -- "General Setup" and
select the protocol as "PPPoE". After switching the protocol, fill in the corresponding

PAP/CHAP user name and password, and save the application.

System Status > “ | Oveniewx x oper!
Basic Network
WAN LAN  MGT
Switch
e Interfaces - WAN
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN otation

Static Routes INTERPACE. VLANIR (2.0, 2200, 1)

Vired Network

Commen Configuration
Mobile Nefwork

General Setip
Wireless Network
Status  uptime: Oh Tm 15¢
HE W MAC: 046825 BB SE
X1 38 MB () )
Advanced Network > T 118 38 KB (1779 Phis )

1Pva: 192.168.10.168/24
VPN Configuration >
Protocdl | PRROE oo
System Management > I
LEUETEMUSVER <o PROTOCOL

Logout

savEsAPPLY i RESET

System Status » “ | Oveniewx x »

Basic Network
WAN  LAN  MGT

Interfaces - WAN

On this page you can canfigure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation
INTERFACE. VLANG (0. =210, 1).

Commen Configuration

General Setup. Advanced Settings
WWireless Networc

Status  RX:0B(0Pkts )

Sl arkses. TX: 0B (0 Piis)

IPvd: 1921681016824
Advanced Network »

Frotocol | pppog v
VPN Configuration
PAP/cHAP username | 0755353234163 ga

System Management >

PAP/CHAP passiord | sessssuuen

Logout

Access Concentrator  auto

Service Name  autg

o

4.4.2 LAN Interface

The router gateway IP address is 192.168.1.1 by default. You can also set the

DHCP server configuration here.

1) LAN address modification
The default router LAN gateway IP address is 192.168.1.1, netmask 255.255.255.0.

You can use the image below to change the IP address and netmask and save the
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application, and then use the new address to access the router configuration page.

System Status > « | Oveniewx % | Hosinames

Basic Network

WAN AN MGT

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several netwaork interfaces separated by spaces. You can also use VLAN

Static Roules notation INTEREACE. VLANRR (.- exh0. 1)
Wired Network
Common Configuration
Mol Network
General Setup Advanced Settings
Wirsless Network
Status  uptime: Ch 27m 205
St mideis MAC: 34 0468 25 BB5F
RX: 1.43 MB (16100 Piis )

Advanced Network > TX: 3.25 MB (14901 Pits)

1Py 192.168.1.1/24

) 1Pv: fcS:delle:2656:1/60
VPN Configuration >

Protocol | state aen %
System Management > 2l e

IPutaddress | 192 168.1.1

Logout
1Pud netmask 1955 255 255.0 v
Use custom DNS servers
1PV assignment length  go v

2) DHCP server configuration

The router DHCP server is enabled by default. You can also set the starting
address of the address pool, the maximum number of addresses, the expiration date
of the address lease, and the use of specific DNS server addresses. Of course, you can

turn it off if you need to.

System Status Bl ¢ Cvenvienx % | Hostnames

Basic Network
Pyt assignment length g9 ~

1PV assignment hint

Pve suffx g

Wireless Network
Static address
DHCP Server
Advanced Network >
General Setup

VPN Configuration >

ignore interface ()

System Management >

L it
e Start 100

umit 150

Leasetime  12n

DHCP-Options.
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4.4.3 MGT Interface

This interface is used as an alternate address (usually when the LAN port
gateway address is forgotten or the current network address is used in conflict).
After connecting the computer to the router LAN port with a network cable, it is
necessary to manually configure the IP with the same network segment as the MGT
management address (the default is 172.16.0.1). Then enter 172.16.0.1 in the

browser to log in to the router.

System Status > | Ovenviewx % ‘ Hasinames »

Basic Network

WAN  LAN  MGT
‘Switch

e Interfaces - MGT

Device management interface

Static Routos

Wired Nehwork Commen Configuration

Moksie Nebwork General Selup Advanced Settings

Wireless Network

Statio adaress.

Advanced Network >

VPN Configuration > Protocol  Static address ~

System Management > 1Putaddress | 172.16.0.1

oyt [PvA netmask | 255255.255.0 &

1PuA broadeast

Use custom DNS servers -

PG assignment length  gisabled .

4.5 Mobile network

3G/4G wireless router is a kind of wireless communication equipment for the Internet of
Things, which supports international standard FDD-LTE, TDD-LTE, WCDMA (HSPA+),
CDMA2000 (EVDO), TD-Scdma GSM (GPRS/EDGE)/CDMA 2G/ The 3G/4G mobile broadband
network standard provides users with convenient and fast high-speed network transmission

functions.
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Here we mainly introduce two different dialing methods of mobile network and the
configuration and use of accessing APN and VPDN network. At present, our company's
5-mode and 7-mode full Netcom 3G/4G router equipment supports all operators' network
standards. Actually, it depends on the type of router modem selected by the user and the

local operator's network support.

4.5.1 DHCP Dial (Single-mode dual-SIM)

By default, the device uses DHCP dialing, which is also the preferred module
dialing method supported by most module manufacturers. This method has fast
dialing speed and strong compatibility. This way of dialing/generally does not need to
manually configure the SIM card APN information. When dialing, the device will
automatically recognize the different APN information of the operator (note that
some loT cards or VPDN private network cards need to manually configure the APN

information, user name and password, otherwise the dialing will fail).

Specific operation: select "Basic Network" ---"Mobile Network" --- "3GWAN1" ---

"Basic Settings", select "Protocol".

The main dialing parameters are described as follows:
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[ Protocol] : Optional DHCP client / PPP mode dial-up;

[ Hostname sent when requesting DHCP] : Default is M2M;

[ Pre-configured APN before CM dial-up ] : Enabled by default. Common APN information
will be pre-configured before CM dial-up to be compatible with common APNs of various

operators.

[ SIM default APN] : Enabled by default. The system’s pre-configured APN information will
be used before SIM dial-up. If custom APN information is required, select "Disable", then fill

in the custom SIM APN information, as well as the SIM PAP/CHAP-username and password.

[ PIN] : SIM card PIN code; the default setting is sufficient, and generally no additional

configuration is needed;

[ Network type] : Default is"Auto"; you can manually select "Auto 4G/3G/2G" mode;

[ SIM frequency locking 1 : After selecting a specific. network type, you can lock the
corresponding supported frequency. bands to ensure dial-up and network access on the

specified frequency bands.

[ SIM card mode ] : You can lock the device’s card reading mode to SIM1, SIM2, dual-card

backup, or GNSS (no card reading, only GPS usage);

[ SIM smart card ): Disabled by default. If Guangdong Yika or SDK-free cards need to be used,

select the corresponding option for dial-up.

[ SIM operator mode ] : Default is "Auto"; you can manually lock the operator to China

Mobile, China Unicom, or China Telecom.

[ SIM IP protocol ] : Default is IPv4, dialing only to IPv4 addresses. You can manually select

IPv4/IPv6 or IPv6 to dial to IPv4 and IPv6 addresses, or only to IPv6 addresses.
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[ APN] : Network access point required by the operator’s SIM card, generally required for

loT cards;

[ PAP/CHAP username ] : Username authentication required for dial-up, to be filled in

according to specific circumstances;

[ PAP/CHAP password ] : Password authentication required for dial-up, to be filled in

according to specific circumstances;

[ Authentication type] : Including CHAP/PAP authentication;

[SIM card type] : Default is "Public network card"; you can manually select the card type as

"Public network card" or "Private network.card".

[ SIM-C-IMSI] : Disabled by default; you can manually enable this function and configure

C-IMSI.

[ SIM card detection strategy ] : You can manually select the SIM detection strategy as RSSI

signal, Ping delay, or a hybrid strategy of both.

[RSSI signal] : Set the RSSI signal threshold; if the signal is lower than this value, the dial-up

connection will be judged as interrupted.

[ Ping delay] : Set the Ping address and Ping delay threshold; if the Ping detection delay
exceeds the threshold, the dial-up connection will be judged as interrupted. Unit:

milliseconds.

[ Hybrid strategy ] : Both RSSI signal and Ping delay are used; if either strategy condition is

met, the dial-up connection will be judged as interrupted.

[ Network disconnection restart ] : Mobile network connectivity detection; disabled by

default, to be configured according to specific circumstances;
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[ PCle dial-up ] : Disabled by default; when enabled, the SIM dial-up method will be PCle

dial-up;

4.5.1.1 Auto network (default)

The default network mode of the mobile network of the device is "automatic"
mode, that is, the device will automatically identify the matching network according
to the overlay network mode, signal strength, and network mode supported by the
SIM card used by the surrounding operator base stations. If there is a 4G signal
around, it will automatically match the 4G network first; when there is no 4G
network, it will automatically recognize and switch to the 3G network; when the 3G
network signal is poor or there is no network, it will automatically switch to the 2G

network.

Specific operation: select "Basic Network" --- "Mobile Network" --- "3GWAN1" ---

"Basic Settings", select "NetworkType", as follows:

System Status > « | OwniewX | Wied Netwark X %

Basic Network

JGWANT

Swich

Interfaces - 3GWAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN
Statc Routes notation INTERFACE. VLANE (2.0 echd. )

GeneralSetip | Advanced Settings

Status  Uptime: Oh 47m 435

Advanced Network  ?

VPN Configuration > Protocol  DHCP elient v

Hostname io send when requesting DHCP i
System Management > =

PN

Logout

Network Type: | automatic i

PAP/CHAP usemame

PAP/CHAP password  __ Please choose — ¥ =

Authentication Type  cHap it
ICMP Check  pisable .
Reboot System  Enable bl
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4.5.1.2 Lock the network (4G/3G/2G)

Specific operation: select "Basic Network" --- "Mobile Network" --- "Basic
Settings", change the "Network Type" to 4G" mode, and save the dial-up networking
information ("System Status" --- "Overview" "---"3G WAN1 (mobile network) status").

As follows:

System Status | OverviewX | Wiired Netwark % x MW | Tabopemon~

Basic Network z:
FCWANT

Switch

Interfaces - 36WAN1

On this page yo

anfigure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” fild and enter the names of several network interfaces separated by spaces. You can also use VLAN

Statc Routes notation TNTE 0 (2.9 2550, 1)

Wired Network

SR GeneralSetw Advanced Settings

Wreless Network Status  Uptime: Oh 48m 85
MAC: 9A-63 B8:63.50 F2

Static address. RX: 233 35 KB (1467 P

TX: 211,18 KB (3885 P

1Pva: 10.17253.188/24
Advanced Network

Protocol  DHCP cient ~

VPN Configuration

Hostname to send when requesting DHCP g
System Management > M2m

PIN
Logout
APN emnet ~
PAP/CHAP UemAMe  _ piease choose —
PAP/CHAP password _ Please choose — v | &
Authentication Tree  rap v
ICMP Check  Disabie %
Reboot System  Enable v
System Status “ b | e Neswerk | wikile Netwrk W | Taboperaton
Basic Netwark -
Status
Suitch
o— System
e Router Name MM Produst Name ZR2THOS
Firmware Version Premium Wireless Router v2 2 201124 Product ID 1120ZR22103110004
il Loeal Time Wed May 1217:14.27 2021 Hardware Class Single Modzl Single Card
. Untime Oh5Em 65 MAC Address 4025825 bb5e
Load Average 688,529,445 WAN Mode 36/46 and Wiired
[L—
Static adkress
4G WAN Status
Advanced Network
Inerface Mobile Netwark!
VPN Configuration Address 109113668
Gateway 10911388
System Management >
DHS 21113617107/ 21113620203
Logout Modem Type LTE/WCDMA/TD- SCOMA/EVDO/COMA/EDGE/GPRS/GSM
Modem cCID SSB504061918006 72484
Modem IWEI 863930051039125
Modem 451 4602615709484
Network Operator
Cutrent Network Standard
USM Status simveady(S1)
RSSI 31wt (-51 dBm/ 100%)
ComectStatus ‘connected 0h Om 355
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4.5.2 PPP Dial

The routing device itself also supports PPP dial-up mode, you can try to switch to
use this dial-up mode. (This way of dialing generally does not need to manually
configure the SIM card APN information. The device will automatically recognize the

different APN information of the three major operators when dialing. Dialing failed).

Specific operation: select "Basic Network" --- "Mobile Network" --- "3GWAN1" ---
"Basic Settings", select the protocol type "PPP" and .confirm the replacement

protocol. as follows:

System Status > 4 OveriewX | VWined Network % x M | Taboperaion~

Basic Network.
3GWANT

Switon

Interfaces - 3GWAN1

0n this page you can configure the network interfaces. You can bridge several interfaces by ticking the *bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation
INTERFACE. VLANKR (£.0.: e300, 1),

Wired Network:

e General Selup

Wireless Nebwork Status  Uptime: 0h Im 25

MAC: 9A.63.88.63:50 2
RX: 12297 KB (179 Phts )
TX: 109.75 KB (2016 Pkts)
IPvd; 10.91.136.68/24

Stafic address.

Advanced Network  *

2

VPN Configuration > \PPP—
Really switch protacel?

System Management » SWITCH PROTOCOL

System Status > 4 OveniewX | Wired Network X x

Basic Network

IGWANT

Interfaces - 36WAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN
notation INTERFACE. VLANNR (e.0.: vkl 1).

Mobile Netuork General Setup Advanced Settings

Wireless Network Stas  RX.DB(0Pkis)

TX 0B (0Pks)

Static address. 1Pvd: 10.81.136.68/24
Advanced Network > Protocol  ppp v
VPN Configuration > PIN
System Management > Network Type  automatic: M
L aiont AN cmnet -

PAP/CHAP USEame  _please choose —
PAP/CHAP password  __ Please choose — v s

Service TYpe  UMTS/TDS-GDMA/GPRS ¥
Disl number  =gos v
Authentication Type  Automatic v

Local P Address

ICMP Check  Disable b
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4.5.2.1 Automatic network

See for details 4.5.1.1

4.5.2.1 Lock the network (4G/3G/2G)

See for details 4.5.1.2

Notice:

1) For the use of APN loT card or VPDN dedicated network¢ard, please fill in the APN
access point information and PAP/CHAP user name and password correctly,

otherwise the system cannot complete dial-up networking.

2) For the VPDN private network card scenario, it'is,generally not allowed to access

the external network. Please log in to the device page and find the "High

Level Network"---"Network Monitoring", turn-off this functionnor modify the default
ping address to be a valid and connectable other private network address, otherwise

it will cause the device to periodically restart about,10 minutes.

4.6 Wireless Network

The following mainly introduces two commonly used wireless working modes.

Access point AP mode: This working mode is to use the router as a wireless
transmitting point, which can provide mobile phones, laptops or other wireless
terminals to connect to the Internet through wireless means (Wi-Fi has no password
by default before V2.1, and it is strongly recommended for the safety of the device.
Please set the WiFi password when the customer uses the device; after the V2.1
version, the default WiFi password is admin123(Factory pre-configuration can be

customized according to user requirements.)).Specific operations such as 4.6.1.
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Client mode: This mode refers to the use of the routing device as a wireless
client, which can enable itself to have networking capabilities by searching and
joining other wireless hotspots around it, that is, wireless bridging. Specific

operations such as 4.6.2.

4.6.1 AP mode

Specific operation: select "Basic Network" --- "Wireless Network" --- "Wireless

Overview" to check and confirm. as follows:

System Status ’ « | Oveniewx | iredMetworkx | Motile Network % x ‘ » | Taboperation =

Basic Network
radiol: Master "ZR27408-25bbse"

Generic 802.11bgn Wireless Controller
Channet: 11 {2467 GHz) | Bitrate: 7 Mbit/s

SSID: ZR2TADS- 25552 | Mode: Master

'BSSID: 34-0A68:25-E8:50 | Encryption: mixed WPA/WPA2 PSK (CCMP) ZERERE I SELEE
Wireless Metwork:

Static address. Associated Stations

Network MAC-Address Host Signal / Noise RocRate/ TXate
Advanced Network s !

Na information available

VPN Configuration  ?

Click the Add button toradd a WiFi interface, which can be used to configure the

access point AP or client mode.

4.6.1.1 Device Configuration

Click the "Edit" button on the right of "Wireless Profile" and enter "Device

Configuration" to configure the basic and advanced settings of wireless WiFi.

4.6.1.1.1 Basic Settings

Through the "Basic Settings" option, you can configure the wireless network

(WiFi) switch, wireless channel selection and radio power adjustment, as follows;
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System Status > Overview® | Wired Networkc X | Mobile Netork X x | Taboperstion~

Basic Network ~ =
radioD: Master "ZRI7405-25bb5e"

Switch

o Wireless Network: Master "ZR27405-25bb5e” (wlan0)

The Deviee Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared amang all defined wireless networks (F the radio hardware
is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Interface Configuration

Wired Network

Device Configuration
Mobile Network

GeneralSefup  Advanced Settings
Wirelass Network

Status Mode: Master | SSID: ZR27405-25bb5e
07 BSSID: 340468758860
Encryption: mixed WPA/WPAZ PSK (COMP)
Advanced Network  * Channek: 11 (2462 GHz)
Tx-Power. 20 dBm
Signal: 0 dBm | Noise: -85 dBm
Bitrate: 0.0 Mbit/s | Country: US

System Management > Wireless network is enabled

Static address

VPN Configuration >

Logout Mode Channel Width
Operating frequency] v 11(2462MHz) v 20MHz ¥
Transmit Power  autg ~

4.6.1.1.2 Advanced Settings

Through the "advanced settings", you can set the country code, distance

optimization and other settings. as follows:

System Status > « | Oveniewx | WiredNetworkx | Mobile Network % x M | Tab operation~

Basic Network

radioD: Master ZR27405-25bb5e"

Switch

e Wireless Network: Master "ZR2740S-25bb5e” (wlan0)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared amang all defined wireless networks (if the radio hardware
is multi-SSID capable). Per network settings like encryption or operation made are grouped in the Interface Configuration

Device Configuration

Mobile Network

GeneralSetup | Advanced Seftings
Wireless Network

Country Code - Uni %
Staic address US - United States

Advanced Network >
Aliow legacy 80211 rates

VPN Configuration

Distance Optimization

System Management >
Logout Fragmentation Threshold
RTS/CTS Threshold

Force 40MHz mode )

Beacon Interval 100

4.6.1.2 Interface Configuration

Click the "Edit" button on the right of the wireless profile and then enter the

"Interface Configuration".

4.6.1.2.1 Basic Settings

Through the "Basic Settings" option, you can set the WiFi mode, wireless ESSID

(hotspot name), working mode, whether to hide the ESSID name, and enable WMM
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System Status > | Oveniswx | Wired Network® | Mobile Network % x » | Tabopemion~

Basic Network Allow legacy 802.11brates

Switch

Distance Optimization

Hosinames

Fragmentation Threchald

Wired Network:
= RTS/CTS Threshald

Mobile Network:
Force A0MHz mode [
Wireless Nefwork

Stati address
Beacon Interval 490

Advanced Network >
VPN Configuration >
Interface Configuration

System Management >
General Seiup | WirelessSecurty  MAC-Fiter  Advanced Seftings

Logout
Mode  Access Point ~

ESSD  ZR27405-250bSe

Hide £330 [

WMM Mode

4.6.1.2.1 WiFi Password Setting

Through the "Wireless Security" option, you can set the wireless encryption
method (the new version defaults to WPA-PSK/WPA2 Mixed Mode mixed encryption),
algorithm and secret key settings, etc. (the password is at least 8 digits, the default is

Admin@123), and the rest of the settings are generally default That's it.

System Status > 4 Oveniewx | Wired Network® | Mobile Network X x

Basic Network ~ Allow legacy 80211b rates

Switch
Distance Optimization

Hosinames

Fragmentation Threshold

Wired Network
ATS/CTS Threshald

Mobile Netwark
Force 40MHz mode [
Wireless Netwark

Static address.
Beacon nterval | 409

Advanced Network >

VPN Configuration  »

Interface Configuration

System Management » )
General Setp Whreless Secrity MAC-Filter Advanced Settings

Logout
Encryption  VWPA-PSK/VWPAZ-PSK Mixed Mode v

Cipher  auto v

Key  sonunes

BO2 11r Fast Transiton )

802 11w Management Frame Protection  Disabled (default] ~
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4.6.1.2.3 Black and white list settings

Through the "MAC filtering" option, you can set whether to enable MAC address
filtering (disabled by default), "allow only in the list (whitelist: accessible)" or "only

allow outside the list (blacklist: no access)". as follows:

System Status 2 @ | Overviewx | Wired MetworkX | Mobile Network X X

[E———
Basic Network. ~ a

General Setup Advanced Settings
Switch

Cauntry Code  Us - United States W

Allow legacy 802.11b rates
Wired Netwark

Mobile Nefarori: Distance Optimization
ireless Netwark
Fragmentation Threshold

Static address

Advanced Network RTS/CTS Threshold

VPN Configuration > Force 40MHzmode ()

System Management >
Beacon Interval  4gg

Logout

Interface Configuration

General Setup Whreless Security MAC-Filier Advanced Settings
disable

Allow listad only
Allow all except listed
BACK TO OVERVIEW sSave zapply |l RESET

4.6.1.2.4 Advanced Settings

Through the "Advanced Settings" option, you can set whether to isolate the

client, etc., as follows:
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System Status Overview X | Wired Network % | Mabile Network X x W | Taboparation~

Basic Network ~ B <
Fragmentation Threshold
RTS/CTS Threshald

Force 40MHz mode (1)

Beacon interval 190
Wireless Network

Static address.

Interface Configuration
Advanced Network >

General Setp  Wireless Securty MAC-Fiter | Advanced Settings
VPN Configuration >

Isolate Clients [
System Management >

Logon Short Preamble.

DTMinterval 2

Disassaciate On Low Acknawiedgement

4.6.2 Client Mode

You can scan to join other wireless hotspots and set the method of obtaining an
IP address (DHCP (default) or static address). as follows:

1) Specific operation: Select "Basic Network" =-- "Wireless Network" --- "Wireless
Overview", click the "Scan" button on the right to start searching for other wireless

hotspots around, as follows:

System Status > 4  Ovenviewx | \Wired NetworkX | Mabiis Network % x W | Tabopemson=

Basic Network
radioD: Master "ZR27405-25bb5e"

Wireless Overview

’ Generic 802.11bgn Wireless Controller
Woacico Channel: 11 (2462 GHz) | Bitrate: ? Mbit/s LEA @ “

S§SID: ZR27405-25bb5e | Mode: Master

i BSSID:; 34.04:68:25:B8:50 | Encryption: mixed WPA/WPAZ PSK (COMP)

DISABLE EDIT REMOVE
Wireless Network

Static address Associated Stations

Advanced Network > S MAG-Airose Host Signal  Noise RX Rate / TX Rate

No information available

VPN Configuration >

2) Select the wireless hotspot that needs to be connected, click "join network",
check "reset wireless configuration" and set the password of the wireless hotspot

and the name of the new network (the default is sufficient), and finally click "submit",
the page will jump Go to the "Interface Configuration" --- "Basic Settings" page (you

can set the protocol (wireless IP address acquisition method) to DHCP (default) or
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static address method), the rest of the settings can be defaulted, and finally click

"Save Application", as follows:

System Status > M Oweniewx | ViredNebworkX | Mol Network X x

" oparat
Basic Network : .
Join Network: Wireless Scan
Switch
Hostnames Signal SSID. Channel  Mode BSSID Encryption
ll90% ZUWL-HUAWE! 1 Master 0495 CFl mixed WPAWPA? - PSK JOIN NETWORK
Wired Network:
Moble Netuork
ez ZR2T21S-2AbBec n Master I40A 652483 EE mied WEA/WPA - PSK JOIN NETWORK
Wireless Network
Static address.
s TP-LINK_AEDR 6 Master TA:05:A5TCAED8 mixed WPAWPA? - PSK JOIN NETWORK
Advanced Network >
VM Sanbiation: 5.2 e ZPAT2IS-24%232 n Master 34068249454 mixed WPA/WPA2 - PSK. JOIN NETWORK
System Management >
Logout " Ll sol n Master B8:B0:35:42-A1-80 mixed WPA/WPA2 - PSK JOIN NETWORK
ol 627% ChinaNet-NnkN 1 Master FO92:84.8587:09 mixed WPA/WPAZ - PSK JOIN NETWORK
a55% hidden n Master BA-80:3542:A1-80 WPAZ - PSK JOIN NETWORK
&.52% so-2 n Master 28.6C07526C68 mixed WPA'WPAZ - PSK JOIN NETWORK
System Status S« Ovevmux  wrsdneorx Mobie Networkx x ® | Tebopermson=

Basic Network -
Joining Network: "ZLWL-HUAWEI"

Switch
Hostrames R =
Replace wireless configuration

Wired Netwark

WPADASSPAIase  smmssens

Mobile Nefwork
Wireless Network Name of the new network  ywan
Static sddress

Advanced Network > crse il S Bt ) =] [ e | -

VPN Configuration >

System Management > —
BACK TO SCAN RESULTS SUBMIT

4.6.2.1 Client DHCP (default)

After filling in the password and submitting, jump to the WiFi interface
configuration page, "Interface Configuration" --- "Basic Settings", the "Protocol"

defaults to "DHCP", and then save the application.
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System Status 4 OwveniewX Wired Metwork % | Mobile Network % M | Tabopersfion~
Basic Network =
Signak: 0 dBm | Noise: 0 d&m
Bitrate: 0.0 Mbit/s | Country: US
Wireless network is enabled [N TS
Mode Channel Width
Operating frequency v - v v
st N 1(2412 MHz) 20 MHz
o TransmitPower  auty ~
Wireless Netwark
Stafic addrss
A = Interface Confiquration
General Setup Wireless Security Advanced Settings
VPN Configuration >
Made  Client ~
System Management >
ESSID  ZLWL-HUAWEL
Logout
BSSD  0495E65CECF1
Protocol  DHCP ~
Bridge )
System Status # | Oveniew | WiredNetnork X = Mobile Network X x W | Taboperaiion~
Basic Network. General Setup Advanced Settings v
Status Mode: Client | SSID: ZLWL-HUAWE!

0% BSSID: 04-95E6:5CECFT

Eneryption: -

Channet: 11 (2462 GHz)
Tx-Pawer: 20 d8m
Signal: 0 dBm | Noise: 0 dBm

\Mdrect Nehwork Bitrate: 0.0 Wbit/3 | Country: US

Mol Network Wireless network is enabled

Wireless Network Mode Channel Width

Operating frequenc ~ - ~

Static address. per 0 freqt ¥ N 1(2412 MHz) 20 MHz
Advanced Network TransmitFoKer  auto ¥
VPN Configuration
System Management >

Interface Configuration
Logout :
General Setup Wireless Security Advanced Settings

Encryption  WPA2-PSK v

Cipher  auto v

[ — z

BACK TO OVERVIEW

After clicking to save the application, select "System Status" --- "Overview" ---
"Wireless" to check that the wireless client mode has been successfully connected at

this time, as follows:
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System Status > # Owniewx  Mosie Network % % W | Tabaperstin~

Basic Network

radiol: Client "ZLWL-HUAWE"
Switch

Wireless Overview

S —— — o EEEE

Hosinames

Wred Netaorc
Mobile Network: .
0% Collecting data DISABLE EDIT REMOVE
Wireless Network
Static address Associated Stations
N MAC- Addr Hos Si Noi: RX Rate / TX Rate
Advanced Network > etwork ress st ignal / Noise v 9
780 Mbitis MCS
VPN Configuration  » ¥ Client "ZLWL-HUAWEI" (wlan0) 04:95E6:5CECFT ) -50/-95dBm EEx;:w ng: IN:ESAZ

System Status ~ “ X Mcbile Network % | Wirsless Network % W | Taboperafon
Gineiict s m—— =
Free |EEEEE0EES 10 k& (53%)
Buffered [l 7476 kB/123740kB (6%)

Kemel Log
DHCP Leases
Realime Graphs
Hostname IP Address MAC-Address Leasetime remaining
Load Balaning my._device 1921681152 00E04C2119:A0 11h 58m 505
01911 fdesi o f i
i PC-201911141964 o5 d50e 2656-509/128 000100072556f608000c2985°73e T1h 58m 455
Advanced Network >
Wircless
VPN Configuration
Generic MACS02T1 802 11bgn Wireless Controler radio) SSID: ZLWL-HUAWE
Mode: Client
SRS Channel: T (2412 GHz)
Bitrate: 6.5 Mbit/s
Logout 4l BSSID: 34.0A 58258860

88% Encryption: WPAZ PSK (TKIP CCMP)
Address: 192 168.10.140
Gateway: 192.168.10.1
DNS 1:202.96.134.33
Uptime: Oh Om 533

Associated Stations
MAC-Address signal Noise RX Rate TXRate

al 04:95.E6:5C:ECF -48 dBm -95 dBm 52.0 Mbit/s, MCS 11, 20MHz 6:5 Mbit/s, MCS 0, 20MHz

4.6.2.1 Client static.address

You can scan to join WiFi, fill in the password and submit it, and then jump to the
WiFi interface configuration page. In "Interface Configuration" --- "Basic Settings",
select "Protocol" as "Static Address", and then enter the IP address, subnet mask,

Save the application after the gateway and DNS server.
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System Status “

Oveniew® | Mobile Network X x

» | Taboperation~

Basic Network

Switch

Hostnames

Wired Network

Mobile Mefwork

Wireless Network

Static address

Advanced Network >

VPN Configuration 7

System Management >

Logout

If you

Transmit Power  ayig M
Interface Configuration
General Setup Wireless Security Advanced Settings
Mode  Client v
ESSD  ZLWL-HUAWEI
BSSD  0495E65CECF1
Profocol | Siatic address -
IPvt address | 192 168.10.178
1Pyt netmask | 255 255 255.0
[Pvd gateway | 192 168 10.1
Use custom DNS servers | 114.114 114114 ‘ -
Bridge [
BACK TO OVERVIEW

used "Protocol" as "DHCP" when scanning and joining before, now you

need to change it to a static IP address. Specific operation: Select "Basic Network" ---

"Wireless Network" --- "Wireless Profile", click the "Edit" button on the right, enter

the interface configuration and select "Protocol” to change to "Static Address". After

the configuration is as above:

System Status “

OvenviewX | Mabile Netwark X x

¥ | Taboperafion~

Basic Network

Switch

Hostnames

radio: Client "ZLWL-HUAWEI"

Wireless Overview

Statc Roues Generic 802.11bgn Wireless Controller
racic Channel: T (2412 GH2) | Bitrate: 12,5 Mbit/s GERLAT Soek “
Wired Netwark
Motile Nebwark SSID: ZLWL-HUAWE] | Mode: Client
e BSSID: 14,0466 255650 | Encryption: WPAZ PSK. (TKIP. CCMF) DISEBLE =4l BEMOE
Wireless Netwaork
Static address. Associated Stations
Advancesd Ne Network MAC-Address Host. Signal / Noise RX Rate / TX Rate
VPN Configuration 8Clicnt "ZUNL-HUAWE (wlang) D4S5ERSCECT ? 4555 d8m iﬁm:f ey
System Status ~ “ x Mobile Metwork X Wireless Network % » Tab operaion =
DHCP Leases .
‘Hostname 1P Address MAC-Address Leasetime remaining
my_devioe 1921681152 OEQ4C2115:A0 11h5em 125
PC-20191114184 #4c5 d602 26565087128 000100071255¢1608000:2985 T3¢ T1hsem1Ts
Kemai Log
[ —
Wircless
oad Balancing
Beneric MACS0211 802 11bgn Wireless Confralle (raciod) SSID: ZLWL-HUAWE
Basic Network Meds; Cien!
Channel: 1 (2 412 GHz)
Bitrate: 19.5 Mbit/s
UERN = eI RS al BSSID: 31048 258B60
907, Encryption: WPA2 PSK (TKIP, CCMF)
VPN Configuration >
Gatew:
DNS1: 114114114114
System Management > Upt 5
Logout
Associated Stations
MAG-Address. Signal MNoise RX Rate TXRate.
4 4S5 EBSCECT 47dem 95 dEm 520 Mbit/s, MCS 17, 20Mkz 1985 Moitis, MCS 2, 20MHz
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4.7 Static address

The static address function is used to assign a fixed IPv4 address to a host with a
specified MAC address, that is, the host device MAC-IP binding, and it can also
customize the device host name.

Select "Basic Network" --- "Static Address" and click the "Add" button to set the

host name, MAC address, IPv4 address, lease period, etc., as follows:

System Status » © | Owniewx | MobileMetwork X | Wirsess Network X x " .
Basic Network :
Static address
Switch
Hostnames Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only hosts with a corresponding lease are
served.
Use the Add Button to add a new lease entry. The MAC-Address identifies the host, the IPv-Address specifies the fixed address to use, and the Hostname is assigned as a symbalic name to the requesting

vl host. The optional Lease time can be used to set non-standard host-specific lease time, e.g. 12h. 3d or infinite
e sk Hostname MAC-Address 1Pud-Address Lease time. puID 1P~ Suffix (hex)

reiess Network my123 D0:E0:4C:21:19:A0 {my_device la v ~
Stafic address m/

Advanced Network

VPN Configuration > SAVE & APPLY

5.Advanced Network

5.1 QoS

Here you can configure some specific QoS service quality rules, such as limiting

the rate of each interface of the device or sorting different traffic data packets.

System Status > 4| OverviewX | Wirsiess Network % x "
Quality of Service
With QoS you can prioritize network traffic selected by addresses, ports or services.
Interfaces
DELETE
WAN
Enable [
Classification group  gefault -
overhead [
Half-duplex [
Download speed (kbit/s)
Losd Balancing 1024,
Metwork Woriior Upload speed (kbit/s) 128

VPN Configuration > m

System Management >

Eonaa Classification Rules
Target Source host Destination host Protocol Ports Number of bytes Comment
prionty ~  all ~| | ~ v 2s - ssh. ans

express v al v al ~ v 510 ~ AOQL, iChat, ICQ B

nomal v~ all ~ “| [Fer v 20212580,110,443 99395 v ftp, smtp, htto(s), imap == m
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5.2 DMZ

The network attributes used for the WAN interface of the routing device (such as
with a public IP address) forward the full port of the external network to the internal
network host behind the firewall, so that the internal service resources of the

network can be accessed quickly and efficiently. Examples are as follows:

System Status Bl | Oveniewx | Wireless Network X ‘ w | Taboperion=

Basic Network

Firewall - DMZ

Advanced Network  ~ The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service

Enable @

Internal IP address 152 168.1.152 (my_devicelan) v

o

5.3 Firewall

The firewall configuration is used to set certain rules for the inbound and
outbound traffic of the routing system so as to effectively protect the security of the

system.

5.3.1 Basic Settings

It is mainly used to set the entry and exit data access rules of different interface
areas of the routing system and set related SYN-flood defense, etc. It is generally

defaulted and does not need to be changed.
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System Status | Oweriewx | WirsissMetworc® | Moble Network X x B | Taboperaton~

Basic Network

GeneralSettings  TrafficRules  DomanFilter  KeywordFilter  Custom Rules

Advanced Network
Firewall - Zone Settings

QoS

The firewall creates zones over your network interfaces to control network raffic flow.
ouz

General Settings

Firewal

Enable SYN-flood protection

R
o Dropimvalid packets [
il Ut accept ~
p—

Ouput accept -
2w Fatom

Forward | aceept -

Mt Wontor
> Routing/NAT Offlcading
Dynamic DNS.
SHMP Senvios Saftware flow officading [

VPN Configuration  *

System Management >

oy Zones
Name Zone = Forwardings Input output Forward Masquerading MSS clamping
wan SR = acceer accept v ascept v ascept v DELETE

5.3.2 Communication rules

This is mainly used to define data packet ‘transmission. strategies between

different areas, such as allowing or denying communication between some hosts. For

details, you can .also click "New Forwarding Rule™ to add a user-defined

communication rule policy, as follows:

System Status 4| OweniewX | \WireessNetwork | Mobile Network X x

Basic Network

General Setiings ~ TrafficRues  DomainFilter  KeywordFiter  Cusiom Rules

Advanced Network
Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zanes, for example to reject traffic between certain hosts or to open WAN perts an the rauter

— Traffic Rules
Name Match
Repester
Alow-BHCP- vt udp
Port Foreirts ; From any hostin wan
g To any router (Pat port 68 0n this device
‘Static NAT IPva-icmp with type echo-request
Allow-Ping From any hostin wan
Smartink To any router 1P on this device
1Pu-igmp
Mo Pialtones Wlow-IGMP From any hostin wan
To any router 1P on this device
Network Maritor
. Pé-udp
Dyramic DNS. o From IP range #c00-/5in wan
i TalP range 00./6 at port 545 an this device
ETREES IPv-icmp with types 730/, 131/6, 132/0, 143/0
Alow-MLD Fram IP range /280-/10in wan
VPN Configuration > To any router (P on this device
Py6-icmp with types ec! echo-reply. 3 b bad-header
System Management > Allow- X f
1CMPY6-Input From any hostin wan
To any router (P on this device
Logout
Allow- Pub-icmp with types echo-reply, big, eded bad-header d
ICMPYE- From any hostin wan
Forward To any hostin any zane
Any esp
e e From any hostin wan
To any hostin lan
Any udp
- From any host in wan
To any host, part 500in lan
Any tep
Drop-WAN-
ok From any fiost in wan

To any router [P at port 80on this device

Acceptinput

Acceptinput

Acceptinput

Acceptinput

Acceptinput

Acceptinputandlimitta 1000
phts. per secand

Accept forwardand limit to
1000pkts. per second

Aocept forward

Accept forward

Discard input

]
3
K
]
K
-
I
CaEm
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Overview® | Wireiess Network X Mobile Network X x »

EsP o it ot 227 i
Allow-
o K L > |- |

.
Any tcp
e From any host wan PRSI S o | oo |
To any router [P at port 80 on this device
Open ports on router

Name Protocal External port

New forward rule

‘Name. ‘Source zone

Mew forward rule wan ¥ lan v | ADD AND EDIT. |

For example: create a new forwarding rule "blacklist" to restrict devices
connected to the router from being able to access the Internet based on the MAC

address. as follows:

FEEEAN
27 BXiE BiFRE
=xn lan ¥ ‘ wan ¥ FHEE
System Status > 4 OwvenviewX | Wireless NetworkX | Mobile Network % ®

Basic Network

GeneralSeftings TrafficRules  DomainFiter  KeywordFilter  Custom ules
Advanced Network v

Firewall - Traffic Rules - (Unnamed Rule)

‘This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.

Ruleis enabled AN

Name g 1

Restrct o address family 1Py and IPV6 v
Protecol  TCP+UDP »
Source 200e m . }

Network Mantar Source MAC address  any N bl

Dynamic DNS
Source address | 192 168 10.157 (44:04f68:24.88.EC) v
SNMP Service

Sourceport  an,
VPN Configuration >

Destination zone

[ o] o ]

Destination address  any ~

_—
e Moo

o] |

Logout

Destination part any

Action | accept v

Extra arguments

The parameters.need to be set as follows, and the rest can be defaulted.
[Agreement]: Any;

[Source MAC address]: Access router LAN LAN host device MAC address, the example
access router host MAC address is 00-50-56-2B-95-F0 (because the IP address will

change directly);

[Action]: Reject;
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5.3.3 Domain name filtering

Here you can set the black and white list of the network domain addresses to be
accessed, thereby denying or allowing the router system to communicate with these

addresses, as follows:

System Status > “ | Oveviewx | WirsiessNetworkx | Mobile Network % ® W | Tabopemon~

Basic Network
GeneralSettings  TrafficRules  DomainFiter  KeywordFiter  Custom Rules

Advanced Network

Firewall - Domain Filter

Settings

Mode | Black List v

S —

R " Black List
hite

Lilieksd
e =
SAVE & APPLY

5.3.4 Keyword filtering

Here, you can configure keyword filtering to reject the routing system and

certain specified network communications, as follows:

System Status > | Ovenviewx | WieessNewercx | Mobile Networ X x | W | Tasopentions

Basic Network

GeneralSettings  TrafficRules  DomainFilter  KeywordFilter  Cusiom Rules
Advanced Network

Firewall - Keyword Filter

Settings

Name  yahoo -
=

sar o

5.4 Portal authentication (optional)

This function is used to set advertising routing authentication parameters. Click

"Advanced Network"-"Portal Authentication" to configure as follows:
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5.4.1 General arrangement

You can configure whether it is enabled, the mode of obtaining advertisement

files, and the redirection address after authentication.

System Status > “ x ‘

Basic Network
Portal Captive

Advanced Network

Configuration
General Counter Fitr  Others

Enabled [

Page From URL
Format zip NI

Redirect URL After Authenticated

The configuration instructions are as follows:
[Enable] Check whether to enable the advertising routing function.

[Mode] You can choose the authentication. file' upload mode, which is uploaded

locally by default.

[Jump address after authentication] The default is none; you can set it yourself.

5.4.1.1 Local Upload

Portal Captive
Adh

Configuration
QoS

Count il thers
— General ounter  Filter  Oiher
Eremnl Enabled [

Forial Capive Mode  Local Upioad ~

Repeater

format 20 [ | RESEALE
Part Forwars =

Static NAT Redirect URL After Authenticated

Smartink

[Format] Upload a compressed package of certification files in *.zip format

5.4.1.2 Download file from URL server address

[Address] Fill in the URL server to store the htdocs advertisement file path
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(support http, https);

[Page update] means that when the htdocs advertisement file of the URL server
changes, the advertising router will re-download the new htdocs file from the URL
server. It is recommended to check it. After checking, the router background will

check the server file every 5 minutes and update it synchronously.

System Status > “ % ‘

Basic Network .
Portal Captive

Advanced Network

Configuration
oS

S General Counter Filier Others.

Firesal Enabled )

Porial Captive Mode | page FromURL v

Repester
URL  hitp:fexamples.conves:

Fort Forwards

R URL Refresh [
Smartink

Redirect URL Ater Authenticated
M2M Flatform

5.4.2 counter

It can be used to set the timeout period of connected devices and the maximum

number of device connections:

System Status > « x ‘

Basic Network
Portal Captive

Advanced Network

Configuration
QoS

e General Counter Fitter
Frumat Session Timeaut 120
Portal Caplive.

MaxClient 25

Repester

[Session timeout] refers to the total time that wireless terminals such as mobile
phones can connect to the router after WiFi access is authenticated. If this time is
exceeded, the terminal will be disconnected and need to be re-authenticated. The

default value is 120 minutes, which is 2 hours.

[Maximum number of customers] refers to the number of wireless terminals that
support WiFi authentication for connecting to the router. When this value is
exceeded, the newly added wireless terminal cannot pass the authentication. The

default value is 25.
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5.4.3 Filter

Pre-Auth Dev
Auth D allow all
Trusted MAC | 34:02:68:24:23:ad ‘

No Wired LAN

[Uncertified device] refers to a wireless terminal that is not connected to the router
with WiFi certification or certification-free, and there are no restrictions on use by

default.

[Authenticated device] refers to the network usage restrictions for wireless terminals
after connecting to the route WiFi authentication, such as the restriction of the
destination ip address or access port, all are allowed by default, and there is no

restriction.

[Authentication-free device MAC address] means that after filling in the device's
network card mac address, the wireless terminal does not need to be authenticated

after connecting to the routed WiFi, and can directly access the network.

[Ilgnore wired devices] After checking, the system will ignore LAN access devices for

authentication, and you can directly access the network.

Website: www.chilinkiot.com sales@chilinkiot.com


http://www.chilinkiot.com
mailto:sales@chilinkiot.com

=)

N
elWwv
~

ZLWL Industrial 4G Router Manual

5.4.4 other

System Status > “ x

Basic Network

Portal Captive
Advanced Network

Configuration
Qs

G Caunts ™
v General Counter Filter Others.

None
Error
Info
Debug

e

[Debug] Switch to different log debugging sectors (none, error, information,

debugging), the router system log will correspondingly display the corresponding log

information;

5.5 Repeater

This function is used to forward TCP/UDP to other network locations. as follows:

System Status » # | Porisl Captive X x |

Basic Network

Repeater

Advanced Network Allow you to forward tcp/udp package to others

Configuration

Enabled Protocol Port Recv.

B —

UDP.

5.6 Port forwarding

Sendto Port Send

This function.is used to map the service resources of the internal host to the

external access area of the device (usually a public IP address or an address that can

be directly accessed), and at the same time makes the access to the internal service

resources more secure. as follows:
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System Status > | PensiCaptvex | Repesterx x W | Taboperston~

Basic Network .
Firewall - Port Forwards

Advanced Network Allows remate computers on the Internet to connect to a specific computer or service within the private LAN

Port Forwards
Name Match Forward to Enable

‘This section contains no values yet

New port forward

Name Protocol External zone Extenal port Intemal zane Internal IP address internal port

swcsony

System Status > ¢ | PoraiCapivex | Repesterx x

Basic Network >

Firewall - Port Forwards

Advanced Network  ~ Allows remate computers on the Intemet to connect to a specific computer or service within the private LAN

oS
Port Forwards.

o Name Match Forwardta Enable

Firewall IPva-tep, udp

Via any router IP at port 8000

New port forward

Name Protocal External zone Extemal port Internl zone Internal IP address Intemal port

e | g g E [0 |

[Name]: The name of the custom rule;

[Agreement]: Select rule agreement, generally ALL;

[External area]: select WAN area;

[External port]: Fill in the port for forwarding access to the external area;
[Internal Area]: Select the area forinternal forwarding, here is the LAN area;

[Internal address]: Fill in the internal host address after forwarding, which can be

filled in_specifically;

[Internal port]: Fill in the port forwarded and accessed by the internal host, which

can be filled in specifically;

5.7 Static NAT

This function allows remote computers on the Internet to connect to specific
computers or services in the internal network, and the device supports 1-to-1 or

many-to-one static nat functions.
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System Status > “ | PortForvards X | overvewx W | Tabaperaton -

Basic Network .
Firewall - Static NAT

Advanced Network Allows remate computers an the Intemet to connect to a specific computer or service within the private LAN.

Static NAT
Name Match Forward to Enable
‘This section contains no values yet
New Static NAT
Name. Protocol Extemnal zone External IP address. Internal zone Intemal IP address.

s

System Status > “ | PortForvards X | overvewx Tab o

Basic Network

Firewall - Static NAT

Advanced Network Allows remate computers an the Intemet to connect to a specific computer or service within the private LAN.

Static NAT

MName Match Forward to Enable

Py TCPALDP
taZ iR = =
a8 150748 107w 1527683 1571 ElEEE

Unnamed forward

New Static NAT

MName. Protocol External zone Extemal IP address. Internal zone Intemal IP address.

e

5.8 Smarklink

Smart loT is composed of two parts: [General] and [Advanced].

[General] The interface mainly displays basic information such as user
configuration mode configuration, connection configuration, and serial port
configuration.

[Advanced] It mainly displays the advanced configuration of the serial port and

other information.
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System Status B Perroerex Owvewx | symemionx » | Taboperaon=
Basic Network
General  Col Advance
Advanced Network ~ P,
LaE Mode Configurati
ouz Enabled Uplnk Device Downlink Device

Porial Gaptive

Repeater
Port Forwards
Connection Configurat
Static NAT
Enabled Neme Working Mode Target Address Status Conns Protocol
Smartink
v cloud TeP Server 30001 Listening o Pass Through “E

MZM Platiorm

v UART.DEV e comn Connected 1 Pass-Thouh “
it
-

SNMP Servica
RER SubgaSece Serial Configuration

System Manapement » Interface Speed DataBit StopBit Parity Flow Control

Logout

5.8.1.1 Mode configuration

Click Add to create.and use a new usage mode, and you can choose to use the
created connection.

Note: Multiple modes cannot use the same working mode as the connection of
the universal serial port. (The universal serial port is the physical COM port of the

router device.)

System Status > 4 | PotFowardsX | Ovenviewx % | smemiogx » | Taboperaton~

Basic Network
General  Collecton  Advance
Advanced Network
L Mode Configuration
oz Ensbled Uplink Device Downiink Device.

.
i

Repeater

System Status [l ¢ Potfoerisx | Oueniewx K| syemiogx » | Taboperston~

Basic Network

Advanced Network  ~

Mode Canfiguration

Enabled
Uplink Deviee  Gloud v -
Downlink Device  JART_DEV v

BACK TO OVERVIEW. SAVE & APPLY
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5.8.1.2 Connection configuration

Uplink device settings:

System Status > W« | PortForwerisk | Ouerviewx % | Sysemiogx W | Tabaperaton~
Basic Network

General  Collection  Advance
Advanced Network v

Made Gonfiguration
Enabled Uplink Device Downlink Device
Connection Configuration
Enabled Name Working More Target Address Stas Conns: Protocol
= s o o ) il o | o |
v UART.DEV wAT cout Connected | Pacs-Through “m

System Status > « | PotForwardsx | Overvewx % | Sysemlogx W | Tabopesason~
Basic Network

General  Collection  Advance
Advanced Network

os Cloud
owz Enabled
Name - Gloud
Working Mode | TCP Server ~
UART
ListenPort | RealCom
TCP Server
Protocol | TCP Client

UDP Server

A UDP Client
EnsbleHeartbeat |y o' client
Wodbus TCP Master
Modbus TGP Siave
WModbus RTU Master
BACK TO OVERVIEW Modbus RTU Slave

Local Server

The parameter description is as follows:
[Enable]: After checking, enable the serial port function;
[Name]: It is empty by default and can be named;

[Work Agreement]: Choose the corresponding work mode according to actual

needs;
[Monitor port]: TCP_ port, this item is related to the specific working mode;
[Protocol]: Transparent transmission mode;
[Heartbeat]: Not checked by default;
[Heartbeat interval]: can be set specifically, the unit is second;

[Heartbeat content]: It can be set specifically, and the heartbeat content in the

corresponding format must be filled in;
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[Save and apply]: The configuration will take effect after saving and will be

displayed in the general interface;

Downstream device settings:

System Status > W | PotFowardsx | Ovevienx B systemLogx

Basic Network

Target Address

30001

Downiink Device

Status. Conns Protocol

Listening 0 Pass-Through

M1

Connected 1

G Advance
Advanced Network  ~
Mode Configuration
Enabled Uplink Device
o Cloud
Cennection Configuration
Enabled ‘Name Working Mode
' Cloud TOP Server
¥ | UART_DEV UART

System Status B« rotFoersx | Ovenvewx % | Sysenlogx

Basic Network.

General  Collection  Advance
Advanced Network

@S UART_DEV

owz Enabled
Name  UART_DEV

Working Mode | yaRT v

Protocol | pass-Through v

Pass-Through
Device Name | Custom Froto

Modbus JSON

Modbus 10T

BACK TO OVERVIEW

5.8.1.3 Serial port configuration

e

Click the edit button to enter the COM port configuration interface.

The interface parameters are described as follows:

[Baud rate]: The default is 115200, which can be set specifically;

[Data bit]: The default is 8, which can be set specifically;

[Stop bit]: The default is 1, which can be set specifically;

[Check Digit]: The default is NO, which can be set specifically;

[Flow Control]: The default is NONE, which can be set specifically;

[Sub-packing interval]: The default is 60, which can be set specifically;
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[Sub-package length]: The default is 1460, which can be set specifically;

5.8.2 advanced

Mainly configure the opening and closing of the Smartlink function, the opening
and closing of debugging, the size, number, priority, download, etc. of log files. as

follows:

System Status B ¢ FoiFoadsx | Ovewiewx X | Sysemlogx

Basic Network

Advanced Network

Enable g
Debug [

TCPKeepalive dle Time 5
TCPKeepalive Interval ¢

TOP Mar keepaiive Probe 3
LogFileNum 2

LogFileSize 200

LogPriarity  info v

(LR DownLoAD

VPN Configuration >

System Management >

The advanced parameters are described as follows:

[Open]: Smart loT switch.

[Debug]: Not checked by default.

[TCP keep-alive idle time]: The default is 60s, which can be set specifically.

[TCP keep-alive detection interval]: The default is 3s, which can be set specifically.

[Maximum times of TCP keep-alive detection]: The default is 3 times, which can be

set specifically.

[Number of retained log files]: The default is 2, which can be set specifically.

[Log file size]: The default is 200KB, and it is recommended not to exceed 3000KB.
[Log Priority]: Default information, which can be selected specifically.

[Log file]: Download button.

Website: www.chilinkiot.com sales@chilinkiot.com


http://www.chilinkiot.com
mailto:sales@chilinkiot.com

N =®
I\
e’

)

[

ZLWL Industrial 4G Router Manual

5.8.3 Operating mode

Smartlink supports a total of 12 modes to meet the needs of different scenarios
in the project. It can be flexibly configured according to the actual needs of the site.

The general serial port mode is the physical COM port of the router.

Select "Advanced Network" --- "Smart I0T" --- "General" --- "Connection

Configuration" --- "Edit", select "Work Mode". as follows:

SAVE £ APRLY

VPN Configuration >

System Management >

Logout

5.8.4 Custom protocol

Smartlink usage protocol supports the use of custom protocols to meet the
needs of different scenarios. It can be flexibly configured according to the actual

needs of the site.

Select "Advanced Network" --- "Smartlink" --- "General" --- "Connection

Configuration" --- "Edit", select "Protocol". as follows:
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System Status > “ =

Basic Network >

UART_DEV

Advanced Network ~ Enabled

Name  UART_DEV

Working Mode  TCP Server hd
Firewall
Listen Port 30001
Repeater
et o Protocol  Custom Proto v
Static NAT Isg Prefix
Smartlink
M2M Platform Ms Sl
Network Monitor -
Msg Length Zone Byte 0 v
Dynamic DNS
SNMP Service
MsgSeq (O ~
VPN Configuration >
System Management > Msg CRC  NULL -
Logout DevicelD  1120ZR21808270188

[Message prefix]: a standard hexadecimal string starting with Ox or 0X, up to 4 bytes;
[Message length byte]: 0/1/2 byte setting can be set by yourself;
[Message sequence number]: default 0 byte, support 0/1/2 byte setting;

[Device ID]: ASCIl and hexadecimal strings can be supported. If it is a hexadecimal
string, it must be a standard hexadecimal string starting with Ox or 0X, and the

maximum length is 16 bytes;
[CRC check]: The default is null, which can be set according to actual use;

[Message suffix]: a standard hexadecimal string beginning with 0x or 0X, maximum 4

bytes;

[Enable Heartbeat]: Heartbeat packet function settings, including two parameters,

heartbeat content and heartbeat sending interval, which are not enabled by default.
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5.8.5 Configuration example

5.8.5.1 TCP server

Example description

In the TCP server mode, the router configures an IP port number (monitoring the local
port) as a TCP server, and passively waits for the remote host to'connect. After the remote
host initiates a connection request and establishes a connection with the router, the remote
host can realize two-way transparent transmission through the network connection and the
serial port. The remote host can read or send data to a serial device at the same time.

Example steps

Router (TCP server) parameters:

WAN port IP address: 192.168.10.122

Listening port: 6800

Serial port configuration parameters:

Physical interface Baud rate Data bit Stop bit Parity bit Flow control
COM1115200 8 1 None None

Remote PC (TCP client) parameters:

IP address: 192.168.10.192
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Step 1: Configure the WAN port IP address

Wired network>WAN>click protocol (select static address)>click to switch protocol

System Status B« smaninkx x ‘

Basic Network

WAN LAN  MoT
Switch

Interfaces - WAN

Hostnames

On this page you can configure the network intef faces. by ticking the ‘and enter the names of several network interfaces separated by spaces. You can also use VLAN notation THTERFACE. VLAWIR (2.0.: b0, 1).

static Routes

Wired Network Common Configuration

Mobie Network General Setup

Status  Uptime: 1170 17m 525
MAC: 340A88.26.4A 88
RX-111.96 MB (1024346 Pkts )
TX. 26,62 M8 (169693 Pkts )
1Pva:192168.10.120/24

Protocol | Static address v

Really switch protocor? [EUITETIE N teIee
SAVE &APPLY nssn

Configure the IPV4 address, subnet mask, and IPV4 gateway, and click the Save

and Apply button in the lower right corner to save the configuration.

sysemstas > I * I
Basic Network
WAN LAN  MoT
Swich
i . Interfaces - WAN
n this page you can configure the network interfaces. interfaces by ticking the field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation TNTERFACE, VLAIUR (2.9, t40.1).
Static Routes
Wired Network Common Configuration
Moble Network GeneralSetup | Advanced Settings
et Status  Uptime: 14170 18m 525
MAC: 34.0A86.26:4A.88
Statc address RX 112,03 MB (1025009 Pis)
TX:26.70 MB (169977 Pkis)
Advanced Network > 1Py 192.168.10.120/24
VPN Configuration > Protocol  Static address v
‘System Management > 1Pvé address  192.168.10.122
Logout 1Py netmask  255.255.255.0 v

1Pvd gateway 192,168,101
1P4 broadcast

Use custom DNS servers

Step 2: Configure the serial port configuration

Smartlink> Click the "Edit" button of COM1. The serial port parameter can be configured.
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System Status

2

» | Taboperation

Basic Network

Advanced Network - =

Enabled Uplink Device Downlink Device

Firevall v Cloud UART_DEV EDIT DELETE

Repeater
Port Forwards
Static NAT

Smartink

Enabled Name Working Mode. Target Address Status. Conns Protocol

v Cloud TCP Server 30001 Listening 0 Pass-Thiough EDIT DELETE
Network Montor
e v UART_DEV uaRT comn Connected 1 Pass-Thiough EDIT DELETE
SNMP Service

VPN Configuration >

M2M Piatiom

stem Management >
" = Serial Configuration

Logout Iterface Speed Datait StopBit Parity Flow Control

com 115200 8 1 None None EDIT

Enter the configuration interface to modify the baud rate, data bit, stop bit and other
parameters according to actual needs. The "Save and Apply" button in the lower right corner

will save and take effect.

systemstas > [IRG . -
Basic Network
Genersl Colecton Ad
Advanced Network +
Qos, comt
S speed 115200 v
i oaast 8 i
Repeatr
stopBit 1 T
PortFonarts
paity Nono v
st AT
smariok Fowcontl | Nons N
Vom patom EnsleFame

Network Monitor Frame Interval

Dynamic DNS

SNMP Senvice Frame Length 1460

VPN Configuration

System Management >

Logout
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5.8.5.2 TCP Client

Example description

In the TCP client mode, the router host IP and port number actively establish a TCP
protocol connection with the remote PC, and the router can realize bidirectional
transmission to the transparent mode through the network connection and the remote PC.

The PC can send and receive data to a serial device at the same time.

Example steps

Router (TCP client) parameters:

WAN port IP address: 192.168.10.122

Server address: 192.168.10.192

Server port: 6800

Serial port configuration parameters:

Physical interface Baud rate Data bit Stop bit Parity bit Flow control
COM1 115200 8 1 None None

PC (TCP server) parameters:

IP address: 192.168.10.192

Step 1: Configure the WAN port IP address
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Wired network>WAN>click protocol (select static address)>click to switch
protocol

System Status « | Smaninkx x

»
Basic Network
WAN LN MGT
Switch
s Interfaces - WAN
pag interfaces. g the and enter the names b paces. You can also Use VLAN notation INTERPACE VLAWY (e.0 80, 1).
St Routes
Wred Nebeork Common Configuration
Mobie Network GeneralSetup
‘Wirelsos Network Status  Uptime: 1d 17h 17m 525
MAG: 340A88.26.4A88
Static address RXCT11.96 MB (1026346 Phts)
TX: 26,62 M8 (169693 Piis)
Advanced Network > 1Pua: 1921681012024

VPN Configuration > Protocol | Static address

System Management > Really switch protoco” [l

Logout

saveanpply [l ReseT

Configure IPV4 address, subnet mask, IPV4 gateway.

system Status « | smartinkx x "
Basic Network
WAN LAN  MoT
Swich
aaree: Interfaces - WAN
On this page you can configure the network interfaces. interfaces by ticking the field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation TTERFACE, VLAIUR (2.9, t40.1).
Static Routes
Wired Network Common Configuration
Moble Network GeneralSetup | Advanced Settings
ilEmea St Status  Uptime: 1d17h 18m 525
MAC: 34:0A88.26.4A:88
Statc address RX 112,03 MB (1025009 Pis)
TX:26.70 MB (169977 Pkis)
Advanced Network > 1Py 192.168.10.120/24
VPN Configuration Protocol  Static address v
System Management > IPvé address 192.168.10.122
Logout 1Pvdnetmask 255 255.255.0 v

1Pvd gateway 192,168,101

1P broadcast

Use custom DNS servers

Step 2: Configure the serial port configuration

Smartlink> Click the edit button in the serial port configuration bar. The serial port parameter

can be configured.

System Status “« x » | Taboperation

Basic Network

General  Collection  Advance
Advanced Network + —

Mode Configuration

Enabled Uplink Device Downlink Device

Firewall v cloud UART_DEV EDIT DELETE

Repeater

Port Forwards
Static NAT
‘Smartink Connection Configuration

Enabled Name. Working Mode. Target Address. Status. G e

v clowd TP Sarver 2000 istning o Pass-Through DELETE
il v uART_DEV uasr comn Comected ' Pass-Through Eoir DELETE

SNMP Service

M2M Piatiorm

Nework Montor

VPN Configuration

System Management >
% s Serial Configuration

Logout Interface Speed Data Bit stop it party Flow Control

com 5200 8 1 None None

SAVE 8 APPLY
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Enter the configuration interface to modify the baud rate, data bit, stop bit and other

parameters according to actual needs.

System Status. B« x » | Taboperation~

Basic Network

General  Collection  Adh
Advanced Network  ~
Qos com
oz Speed 115200 v
Lo DataBit 8 v
Repeater
stopBit 1 v
Port Forwards
Paity  None v
static NAT
S Flow Control  None v
M2M Platiom Enable Frame
Network Montor Framelnterval 60
Dynamic DNS
SNMP Senvice Frame Length 1460

VPN Configuration

System Management >
BACK TO OVERVIEW. saveaapply il Reser

Logout

Step 3: Configure the server address and port for receiving data

Systam Status S “ x

Basic Network
General  Coietion  Advance
Advanced Network -

Mode Configuration

Enated Uplink Device ‘Oownlink Device

‘ Gl o DELETE

Connection Canfiguration
Enabies Mame Werking Made. Target Adress Stas Cannz Protacel
Mzw Pitiorm

¢ cloud O Server 30001 Listening 0 Pass-Through EDIT DELETE
Network Mondor
= . v URRTDEV uaRT oo connected 1 Pass-Tvough Eon DELETE

VPN Gonfiguration >
System Management

Logout nterface Speed Bata Bit stopBa Pacity Flaw Control

e - : ‘ - - T
[ ] o

o !
Basic Network
o
.
Cloud
= .
- - 1
-
e
i
i |
e a
ws
——
sl
S
s
e
wextoacer o] |
i

VPM Configuration

System Management »

Logout
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5.8.5.3 UDP Server

Slightly (same as TCP server mode, the difference is that UDP server mode uses UDP

protocol to build network connection)

5.8.5.4 UDP Client

Slightly (same as TCP client mode, the difference is that UDP client mode uses UDP

protocol to build network connections)

5.8.5.5 Real serial port mode

Example description

In the real serial port mode, the router connects to the virtual serial port of the remote
PC. The virtual serial port tool establishes a transparent network transmission connection
between the host and the serial device in the operating system, and maps the router's serial
port to the host's local virtual serial device according to the parameters such as the router IP
address and.serial number configured by the user to realize the real serial port and virtual

Transparent transmission between serial ports.

Example steps

Router (real serial port) parameters:

WAN port IP address: 192.168:10.122

Router port: 30001 (fixed)

Serial port configuration parameters:

Physical interface Baud rate Data bit Stop bit Parity bit Flow control
COM1 115200 8 1 None None

PC parameters:
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IP address: 192.168.10.192

Step 1: Configure the WAN port ip address

Omit (same as above)

Step 2: Configure the serial port configuration
Omit (same as above)
Step 3: Connection configuration

Configuration Enable check, name (can be empty),-working mode selection: real serial port

mode

BACK 70 OVERVIEW SAVE B APPLY

5.8.5.6 MQTT Client

Example description
Two MQTT clients are‘similar to the process of mailing letters between two people. One

party publishes a message, and the other party receives the message after subscribing.

Example steps

Serial port configuration parameters:

Physical interface Baud rate Data bit Stop bit Parity bit Flow control
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COM1 115200 8 1 None None

Serial port configuration parameters:

Physical interface Baud rate Data bit Stop bit Parity bit Flow control
COM1 115200 8 1 None None

step 1:

Configure serial port configuration

Omit (same as above)

Step 2: Connection configuration

Configuration Enable check, name (can be empty), working mode selection: MQTT

client

Qo8 Cloud
owz Enabled g

e e
e e ]
e

M2M Platiorm

UUUUUUUU
Network Montor

Dynamic DNS

VPN Configuration > Report Topic
System Management > s o

Logout Clentld  1120ZR21808270138

[Server address] Fill in the MQTT server address and port (server address: port).
[Protocol] The default transparent transmission mode, you can choose by yourself;

[Username/Password] The MQTT server decides whether it is required or not. If there is, it

needs to be filled in.

[Subscribe/Report Subject] The subject address for mutual communication can be set by

yourself.

[Qos] Quality of service, the default is 0, you can choose to set 1, 2.
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[Customer ID] Default device serial number.

[MQTT keep-alive period] MQTT keep-alive period, the default is 60 seconds.

[Device Mode] The default transparent transmission mode can be selected by yourself.
[Heartbeat] Check to enable.

[Heartbeat interval] The unit is second, which can be set by yourself.

[Heartbeat content] ASCIl code and hexadecimal string can be set byyourself.

5.8.5.7 Modbus RTU to TCP master-slave communication

Please contact technical support to assist in debugging.

5.8.5.8 Modbus TCP master-slave. communication

Please contact technical support to assistin debugging.

5.9 M2M Cloud platform

The user scenario of this function is: the router connects to the cloud server

management platform through the Internet, and the user can realize remote view
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management of the router, remote firmware upgrade, remote configuration, log

download and view without going to the site.

The functional parameters are described below:

System Status > @ | Wirgess Network X | Mobile Network X | Overview | Network Mondior X |

Basic Network

M2M Server Center
Advanced Network

M2M Config

Start M2M Platform Control

o

[Start M2M Platform Control]: Enable or disable the platform connection;
[Heartbeat Interval(s)]: The heartbeat interval between the router client and server
platform (default: 15s);

[Heartbeat timeout times]: The router client reports the number of failed heartbeat
packets (if it exceeds this number, the router is considered to have failed to connect
to the platform). The default.is 10 times.

[Net Status Interval(s)]: The interval at which the router reports its online status to
the server platform (default 120s).

[Server IP:Port(New Platform)]: Server platform address and port configuration;

[Status]: The status of the router connecting to the cloud platform;

5.10 Load Balancing (optional)

The load balancing function (MWAN3) is mainly to deploy the interface traffic of
different network interfaces of the router system (such as wired WAN, 3G/4G mobile
network, WiFi client, etc.) according to certain policy rules, mainly including traffic

balancing or switching backup.
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The overall features of load balancing will be described below.

Note: For scenarios that use virtual private network functions (such as
PPTP/2LTP/IPSEC, etc.), please turn off the device load balancing function to avoid
causing the virtual private network to fail.

Load balancing is enabled by default in the system (different versions, different),
select "System Status" --- "Overview" to view the real-time status of load balancing,

as follows:

System Status ~ “ % | Mobie Network x| Wired Network X | VMireless Network X | Load Balancing % W | Taboperatio
i iz B rwwesnsizamuRe@e
DHCP Leases
Hostname 1P Address: MAC-Address Lessetime remaining
PC-201911141944 1921681152 O0:E0-4C:21:19:40 11h50m 3s
Reatime Graphs.
2 PC-20111141944 fdos d60e-2656-508/128 00010001 255ef6B0002985173e Tih48m 105
Load Balanding
Basic Network T,
Advanced Network > Generic MACB0211 802.11bgn Wireless Controller (radiof) SSID: ZR27405-25bbSe
Mode: Master

Channel: 11 (2.462 GHz)
., Bitrate: 7 Mbit/s
* BSSID: 340468258860
System Management > Encryption: mixed WPA/WPAZ PSK (COMP)
Uptime: oh 10m 305

VPN Configuration >

Logout

Assoiated Stations

MAC-Address signal Noise R Rate TXRate

Noinfarmation available

Load Balancing

Interface: vran Interface: wwian Interface: 3qwan]
‘Status: Online Status: Disabled ‘Status: Online
Uptime: Dh:9m 245 Uptime: 0h 8m:55

5.10.1 Global

Click the "Advanced Network" --- "Load Balancing" --- "Global" tab, which can be
used to enable or disable the load balancing function (not enabled by default), as

follows:
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Wirsless Netwark X x »

System Status 4  OverviewX | Mobile Network X | Wired Network X Tab operation ~

Basic Network

Globals interfaces ~ Members  Policies  Rules

Advanced Network

Load Balancing - Globals

Enable
Local source nterface | none ~
Fort Forwards: i
Firewall mask | (x3F00

Static NAT

Smartink
M2M Platform

savezapPLY fl RESET

Load Balancing

5.10.2 Interface

Click the "Advanced Network" --- "Load Balancing" --- "“Interface" tab to

configure specific interface parameters. You can also add other interfaces by clicking
the "Add" button in the lower left corner. After clicking "Edit", you can configure and

modify the parameters as follows:

System Status Overviewx | Mobile Network % | \Wired Network % | Wireless Network X % W | Taboperation~

Basic Network

Globals nterfaces  Members  Policies  Rules

Advanced Network qu——
Load Balancing-Interfaces

There 3 0f 60 supported i
WARNING: fou

Load balancing supports up to 252 physical andor logical interfaces
Load balancing requires that all interfaces have a unique metric configured in /etc/config/network

Repestar S
Names must match the interface name found in /etc/config/network
T Names may contain characters A-Z.a-2 0-9, _and no spaces
Interfaces may not share the same name as configured members, policies or rules
Static NAT Z = =
Name Enabled Tracking method Tracking refiabiity Ping interval Interface down Interface up
ST wan Yes ping 1 S5 3 3 DELETE
M2M Platform
wewan Ves ping 1 58 3 3 DELETE
Load Balancing
aguam ves ping 1 = 3 3
Network Monitor
System Management >
save s ric
System Status Overview® | Mablle Network X | \iired Network X Wireless Network X ® W | Tboperson=
Basic Network =
Globals interfaces  Members  Policies  Rules
Advanced Network  ~ ——t
Load balancinginterface Configuration - 3gwan1
Enabled  Yes W
Fireual
oy Initial state  Gnline. v
Port Forwards
Intermet Protocol  (Py4 v
Static NAT
e Tracking hostname or IP address  114.114.114.114 [ <]
(P 20867.220.222 B
Load Balanding il @
MNeswork Monitor
Tracking method | ping 7
VPN Configuration >
Trackingreliabilty 1
System Management >
Logout Pingeount 3
Prgsze g
MaxTIL g0

Ping timeout

Ping interval

Failure interval

checklink qualty [

2 seconds

5 seconds

5 seconds
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[Enable]: Whether to enable interface detection, it is enabled by default.

[Initial state]: Select the state of the interface during initial detection, such as online
or offline.

[Internet Protocol]: Optional IPv4, IPv6, default IPv4.

[Tracked host or IP address]: Use ping to detect the destination host to determine
whether the device's external network access is normal, and then to
further determine whether the interface is online or offline, which is
generally a public network or a valid IP.

[Tracking mode]: Ping mode is selected by default.

[Tracking reliability]: Specify how many IP addresses can.be pinged when the
interface will be considered online, and the default is one.

[Ping count]: the number of times of ping detection.

[Ping size]: The size of the data packet detected by ping, the defaultiis. 8 bytes.

[Ping timeout]: How long does it take to ping the external network or there is no
response when it is considered as a timeout.

[Ping interval]: How often do you ping the destination host IP.

[Fault detection interval]: The ping interval during fault detection, the default is 5s.

[Failure Recovery Interval]: The ping interval during failure recovery, the default is 5s.

[Interface offline]: When the number of Ping failures reaches this value, the interface
will be considered offline, 3 times by default.

[Interface online]: When the number of successful pings reaches this value, the
interface that has been considered offline will be

Go online again, 3 times by default.

[Refresh Interval Connection Table]: Refresh the global firewall connection tracking
table when an interface event is triggered, which is enabled by
default.

[Metrics]: Shows the metric of this interface in the configuration.
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5.10.3 Member

Click the "Members" tab to view or add the members corresponding to each
interface and configure different metric and weight. The system presets 6 member

properties by default, as follows:

System Status > 4 Overviewx | WMobieNetwork X | \Wired Network 3 | Viireless Netwark % x

Basic Network

Globals  Interfaces  Members  Folicies  Rules
Advanced Network  ~

Load Balancing - Members

Members are profiles attaching a metric and weight to an load balancing interface
Names may contain characters A-Z, a-2.0-9, _ and no spaces
Mermbers may not share the same name as configured interfaces, policies or rules

Name Interface Metric Weight

s == e e

VPN Configuration > wwan_m2_ w1 wwan 2 1 i« & “

System Management > Igwant_m1_wl 3qwant 1 1 N .

Logout Igwani_ml_w2 3gwant 1 2 5 w “

3gwenl_mz wi 3gwant 2 1 - - “

Sgwan]_mé_wl Igwanl 3 1 N - “m
)

System Status > Overview® | Wobie Network X | Wired Network % | Wireless Network % x

Basic Network

Globals  interfaces  Members  Policies  Rules
Advanced Network v

Load BalancingMember Configuration - 3gwanl_m1_w1

Interface  3gwan1 v
Metric 1
weight | q

BACK TC OVERVIEW SAVE &APPLY

5.10.4 Strategy

This function is used to group members and tell MWAN how to distribute the
traffic that uses this strategy in the "rule". Members with a lower metric will be used
first, members with the same metric will load balance traffic, and members with a

higher proportion will be allocated more traffic.
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Click the "Strategy" tab to configure different policy rules based on the
"Members" set in the previous step. There are 9 preset policies by default in the

system, which are described as follows:

System Status > # | Overviewx | MobileNetwork X | Wired Network X | Wireless Network X £

Basic Network » Globals  Inferfaces  Members  Policies  Fules =

Advanced Network Load Balancing - Policies

Palicies are profiles grouping one or more members contralling how laad balancing distributes traffic
Member interfaces with lower metrics are used first

Member interface: same metsic will be load-balanced

Load-balanced memb es distribute more traffic out thase with higher weights

Names may contain characters A-Z. a-z,0-9, _and no spaces

Names must be 15 characters of less

Palicies may nat share the same name as configured interfaces. members o rules

Name Members assigned Last resort

wan_only wan_ml_w1 unveachable rejec) B v E
wwan_oaly wian,m1 w1 unveachable rejec) B . E
e ‘Sgwan_only Squanl_ml_w1 unveachable rejec) B “ m

wan_m1_w1

i o e - . o |
3gwan]_m1_w

wan_m1_w2 . o ” .
terr i) 3gwan_mi_w1 SRt et m
System Management >
wan_m1_wl
i ; & .
o pry sgranl_m2_un ke by [ or | omer |
Logout

Metwork Morstor

VPN Configuration >

5 wwan_m1_w1 ) o ) -
Y 3gwanl_m2_w1 unreachable (reject) e
s g wian_m2. w1 _
E } i )

wan_m1_w1

w4 wian 2wt wreschabl rect) - v EREEE
3gwan]_m3_w1

o

5.10.4.1 wan_only

Refers to using only the wan wired network (ignoring whether the 3G/4G SIM

card or wireless WiFi network is normal);
5.10.4.2 wwan_only

Refers to only using WiFi network (no matter whether the wan wired network,

3G/4G SIM card is normal or not, it is ignored);

5.10.4.3 3gwan_only

Refers to dial-up network using only 3G/4G SIM card (ignoring whether the

wired wan network or wireless WiFi is normal);
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5.10.4.4 balanced

Refers to the simultaneous use of wan wired network, wireless WiFi network and
3G/4G SIM card dial-up network; the default traffic ratio of the three is 1:1:1, which

can be modified in detail;

5.10.4.5 balanced_wan

Refers to the simultaneous use of wan wired networkand 3G/4G wireless SIM
card dial-up network; the default traffic ratio between the two is wan:3gwan1=2:1,

which can be modified in detail;

5.10.4.6 wan_primary

Refers to wan wired network priority, 3G/4G wireless SIM card dial-up network
backup; when the wan cable is abnormal or faulty, the network automatically detects
and switches to the 3G/4G wireless network, and after the wan network is restored,

the network traffic is automatically detected and switched to wan cable .

5.10.4.7 wwan_primary

Refers to the wireless WiFi network priority, 3G/4G SIM card dial-up network
backup; when the wireless WiFi is abnormal or faulty, the network automatically
detects and switches to the 3G/4G network, and when the WiFi network is restored,

the network traffic automatically detects and switches to the wireless WiFi.
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5.10.4.8 3gwan_primary

Refers to 3G/4G wireless dial-up network priority, wan wired network backup;
when the 3G/4G dial-up network is abnormal or faulty, the network will
automatically detect and switch to the wan wired network, and when the 3G/4G
dial-up network is restored, the network traffic will automatically detect and switch

again go back.

5.10.4.9 wan_wwan_4G

Refers to the wan wired network first, wireless WiFi backup, 3G/4G dial-up
second; when the wan wired network is abnormal or faulty, the network
automatically detects and switches to the wireless WiFi network, and when the
wireless WiFi network is also abnormal-or faulty, the network automatically detects
and switches to 3G/4G dial-up network. At the same time, when the wireless WiFi
network is restored, the network traffic is automatically detected and switched back,
and when the wan wired network is also. restored, the network traffic is

automatically detected and switched back.

5.10.5 Rule

Click the "Rule" tab, the system will take effect according to the "policies" set in
the previous step. The system default rule default_rule is balanced, that is, the wired
WAN network and the 3G/4 wireless dial-up network can access traffic at the same
time. Set other default_rule rules in the actual situation (6 strategies preset by the
system can be selected. After selection, the 2 parameter allocation strategies shown

below need to be modified to the selected strategy at the same time). as follows:
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System Status » W | Oveniewx | MoblleNetworkX  Wired Network x | Wireless Network X x

» | Taboperas
Basic Network
Globals  Interfaces  Members  Polces  Rules
Advanced Network  ~
Load Balaneing - Rules
QoS
omz .
Rules specify which traffic will use a particular load balancing palicy
ey Bules are based on IP address, pert or protocal
Rules are matched from top to bottom
e Rules below a matching rule are ignored
Traffic not matching any rule is routed using the main routing table
Traffic destined for known (ather than default) networks is handled by the main routing table
Traffic matching a rule, but all WAN interfaces for that policy are down will be blackholed
Names may contain characters A-Z. a-2,0-9, _ and no spaces
Rules may not share the same name as configured interfaces, members or policies
Smartink =
Name Source address Source port Destination address Destination port Protocol Policy assigned
RN rule_internall 192.168.10.0/24 all wan_only - v

Lead Balancing

rule_internal2 10.10.10.0/24 all wan_only s v
Hetwork Monitor
Tule_jnternal3 10.00.01.0/24 all wan_only - v E
VPN Configuration  *
i " o balanced B -
System Management >
detaubole 00000 al balanced - v
Logout

o

5.11Intranet penetration (optional)

The peanut shell software is embedded in the router device, which is mainly
used for the peanut shell.intranet penetration function, which is convenient for
remotely accessing the equipment connected to the router through the account

server registered on the peanut shell official website.

System Status > 4 Oveniewx | MobieMNetworkX | Routes X x

Basic Network

Oray DDNS
Advanced Network ~ Dynamic domain name resolution software for serving more than 16 million users worldwide (supports intranet penetration, ne public network required)
Enable g
Status  ONLINE
SN 7LWLada(242c8ch0
After the reset operation, the device's intranet penetration function will fail and the binding device will need to be reactivated before it can be restored to use. Please operate with caution!
Smartlink
oo
M2M Piatform

NAT DDNS:

Location Service

5.12 Network Monitoring

This function (enabled by default in subsequent versions) periodically detects
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and judges the continuity of the device's own network by setting specific conditions
(2 conditions), thereby performing specific actions (such as restarting, etc.). details as
follows:

1) Restart after disconnection

This condition sets the device to periodically ping to detect the IP address of a
specific network host (the default interval is 60s, and the period is 10min), and
determines whether to restart the device by judging whether the network is on or

off.

System Status > 4 Oveviewx | MobleNetworkX = RoutesX | NATDDNS X

Basic Network

Network Monitor
Advanced Network >

Configuration

oxesom

Note: For the scenario wheré the VPDN private network is used or the device's
own network is not allowed to access the external network, you need to modify
the ping host address to be a valid address, or disable the network monitoring

function, otherwise the device will periodically restart abnormally.

2) Periodic restart

Set periodic/timed restart for the device (default is 10min).
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System Status > “ | Oveniewx | WMobieMetworkx | Routes X

Basic Network

Advanced Network

Cos

sucsony

6.Virtual Private Network

This chapter mainly introduces several different virtual private network functions
and simple configuration and use. The virtual private network function is generally
used to build a remote local area network between the user's field device network
and the server network or different device network with different data transmission
methods (such as PPTP/L2TP) or encryption strength (such as IPSec/Openvpn) , To
facilitate better and faster remote access and control of remote devices.

Note: For scenarios. that use virtual private network functions (such as
PPTP/2LTP/IPSEC, etc.), please turn off the device load balancing function to avoid

causing the virtual private network to fail.

6.1 GRE Client

The premise of the main use scenario of the GRE network is that different nodes
with access attributes of the public network or VPDN private network can realize
mutual access communication between the subnet devices under the different nodes

through the establishment of virtual tunnels.

1) Select "Virtual Private Network" --- "GRE" --- "GRE Tunnel", click the "Edit"

button to proceed GRE related configuration, including tunnel source address, tunnel
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destination address, tunnel address, etc., are as follows:

System Status > Overview | Mobie Network X | Routes X x

Basic Network
GRE VPN

Advanced Network  »

Configuration

VPN Configuration  +

GRE

=
RX 0B (0Pkts )
e misens) comnecr @ ==

rel

— (=
1PSec
System Status > Overview® | Mobile Neswork X | Routes X x MW | Teboperstion~
Basic Network
Interfaces - GRE1
Advanced Network > On this page you can canfigure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” fild and enter the names of several network interfaces separated by spaces. You can alsa use VLAN notation
INTERFACE. VAN (e.0.: 22h0. 1).
VPN Configuration
eRE GeneralSetup | Advanced Settings
{5 Stas  AX0B(0PKS)
T 0810 Pkis)
Protocol  GRE v

Remate 1P | 192 168.10.23

Local P | 192 165 10.45

Turel ® | 19.41.11.19

System Management >

Logout BACK TO OVERVIEW SAVE & APPLY

Among them, the description of each parameter is as follows:

[Tunnel destination address]: Fill in the public. network IP address of the opposite
router, this example is the LAN WAN port address 192.168.10.23;

[Tunnel source address]: Fill in the public network IP address of the local router, this
example is the local LAN WAN port address 192.168.10.45;

[Tunnel Address]: Fill in the virtual tunnel IP address of the local router, here is
11.11.11.13 (the opposite tunnel address is 11.11.11.14) as an

example;

2) Set up the "Autostart" service as follows:

System Status > « | Oveviewx | MiobieMNetworkX | Rouias X ) —
Basic Network

Interfaces - GRE1
Adv Network > On this page you can configure the netwark interfaces. You can bridge several interfaces by ticking the *bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN notatian

INTESFACE. VLARNE (.0.: etho. 1)
VPN Configuration

General Setwp | Advanced Settings

81ing up on baot

TL 6

MIU 500

BACK TO OVERVIEW SAVE & APPLY
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System Status > Ovenview X | Mobile Network % | Routes X x » | Tabopemtion=

Basic Network

GRE VPN
Advanced Network >

Configuration
VPN Configuration -

~ Network Status Actions

GEE - Uptime: 0h 1m 265

= F— I T
Gl 1Pvé: 11111113732

LzTP

- =

3) Take the local router subnet (192.168.3.0/24 as an example) to add the static
routing table of the peer router network segment (take 192.168.4.0/24 as an

example), as follows:

System Status > 4 | OveriewX | MobieMetvokX | Routes®  GREX x ¥ | Taboperstion~

Basic Network
Routes

Routes specify over which interface and gateway a certain host or netwark can be reached.

Static IPv4 Routes
Interface Targst IPvé-Netmask IPvd-Gateway Metric MU Route type

Host- P or Network iftargetis a network

This section contains na values yet

!

Staic address

Advanced Network >

Static IPv6 Routes

VPN Configuration >

Interface Target IPy§-Gateway Metric MTU Route type.

System Management > 1Pv6- Address or Network (CIDR)

Logout This section contains no values yet

System Status > OverviewX | MobieMNetwork® = RoutesX | GREX x » | Tabopemton~

Basic Network

Routes

Routes specify over which interface and gateway a certain host or netwark can be reached

Static IPv4 Routes

interface Target 1Pvd-Netmask 1Pva-Gateway Matric TU Routs type
Host 1P or Network iftargetis s network
gret v oo 2552552550 0 1500 unicast M E
L gt ~ 1218840 255.255255.0 RIRERTRES 0 1500 unicast ~ E

o B

Advanced Network >

4) Configure the corresponding parameters for GRE on the other router at the

opposite end, as follows:
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System Status 2 Overview | Routes X % | Static Routes x B | Taboperation~

Basic Network
Interfaces - GRE1

Advanced Network > 0n this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” fisld and enter the names of several network interfaces separated by spaces. You can also use YLAN nofation
INTERFACE. VLARRR (2.9, wcb0. 1)

VPN Configuration
&3 General Setup  Advanced Settings

Status  Uptime: Oh Om T

MAC: COAS-0A 170000
RXCDB(0Phts)

TX: 0B (0 Pkis)

1Pya: 111111.14/32

Potoeol  GRE v

Remote [P | 192 168.10.45

Local P| 192 168.10.23
System Management >

Tunnel 1P| 491191 14

Logout

BACK TO OVERVIEW SAVE & APPLY.

System Status > M | Owniewx | Rouesx  GREX x M | Tabopertion

Basic Network
Routes

Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes

interface Target 1Pys-Netmask 1Byt Gateway Metric MU Route type

Host-IP or Network if targetis 3 network
grel v e 255.255.255.0 0 1500 unicast v m
gret v 19216830 255255255.0 LIRIRIRE] 0 1500 unicast v E

Advanced Network >

6.2 PPTP Client

The PPTP network is mainly used to connect different client router devices or PC
computer clients to.the VPN server through PPTP protocol dial-up configuration to

achieyve the following two main usage scenarios.

Scenario 1: The PC client can remotely access any subnet host in different router

clients.

Scenario 2: Subnet hosts between client devices of different routers can

communicate with each other at will.

The schematic diagram is as follows:

Specific operation: Select "Virtual Private Network" --- "PPTP" --- "PPTP Client",
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click the "Edit" button to configure specific parameters, as follows:

1) Select "Basic Settings" to start configuring server parameters and client

account, password and other information, as follows:

P

Basic Network
Advanced Network 5
VPN Configuration  © Configuration
= Network stats Actions
PeTR e 08 0Pk ) IRTel sior
; i CONMECT eom || peete
pptp!
ADD /
systemsatus >[I0 x
BasicNetwork >
PPTP Client
Advanced Network >
Interfaces - PPTP1
VPN Configuration
o this page by ticking th "brdge interfaces" field and ente the names of several network interfaces separated by spaces. You can also use VLAN hotation INTERFACE VLARI(e.0: e30.).
GeneralSetup | Advanced Settings
Bringup on boot
Status  RC0B(OPks)
08 (0Pks)
Protocol  ppTP
VENSenver | 60205 217221
PAP/CHAP usemame  chiink
PAP/CHAP passwor
BACKTO OVERVIEW SAVE &.APPLY

[Startup]: After checking, the router will automatically start and connect to the PPTP

service every time it restarts

[VPN server]: Fill in the IP. address of the remote server, generally the public network

IP address;

[PAP/CHAP username, password]: Fill in the client account and password assigned by

the VPN server;

2) Select "Advanced Settings" to configure some specific advanced parameters,

as follows:
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System Status > @ | Owerviewx | Rouesx

Basic Network
PFPTP Client
Advanced Network >

Interfaces - PPTP1
VPN Configuration  ~ .
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces* field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation
)

INTERFACE. VLANKR (2.0, #th0. 1).
o INTERFACE. VLA (2.0, 270,

PRTP
General Setup Advanced Settings.

Use default gateway @

Use gateway metric g

MPPEERcryption
Disable
Use DNS servefs advertised by peer | Auto
Statefull
Stateless

System Management >

Logout

Manual Address 172 16 14.208:172 16 10.1

Override MTU 4500

Addianal command fine arguments for PPP

[Use default gateway]: After checking, the router can ‘automatically address the

server terminal network;

[MPPE encryption]: Fill in the encryption type consistent with the VPN server,

otherwise you may not be @ble to connect to the server;
[LCP response failure threshold]:LCP response times, the default is 5;
[LCP response interval]: LCP response interval, the default is 3s;

[Activity timeout]: Inactive connection control with the server, the default is 0, which

means that continuous connection is supported;

[Manually assign address]: You can specify the VPN address; set the format

172.16.100.2 (client virtual IP): 172.16.100.1 (server gateway virtual IP);

[Additional parameters for PPP]: Customize PPP parameters, such as filling in the
debugging command (debug) or specifying the client VPN IP address, etc. (If you
need to specify the VPN address, the setting format: 172.16.100.2 (client virtual IP):

172.16. 100.1 (server gateway virtual IP));

3) The PPTP client connects to the server successfully, as follows:
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System Status 4 | Ovriewx  Rouesx x »

Basic Network
BFTP Client
Advanced Network  ?

VPN Configuration  ~ Configuration

GRE Network Status Actions
Uptime: h Tm 565

AP RX: 1 80KB (39 Pkis)
0 Rairia e comer [con |
peipl Address: 1721614208/
Gateway. 17216.1011
System Status > Overviewx | Rouesx = FRTRX x W | Taboperason~
Basic Network .
Network Diagnostics
Advanced Network  *
Network Utilities:
VPN Configuration >
17216101

System Management v

Backup, Flash Firmware

Network Disgnostics

6.3 L2TP Client

The L2TP network is also mainly used to connect different client router devices
or PC computers to the VPN server through the L2TP protocol dial-up configuration
to achieve the following two main usage scenarios.

Scenario 1: The PC client can remotely access any subnet host in different router
clients.

Scenario 2: Subnet hosts between client devices of different routers can

communicate with each other at will.

The specific configuration is as follows:
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1) Select "Virtual Private Network" --- "L2TP" --- "L2TP Client", click the "Edit"
button to perform "Basic Settings", and begin to configure server parameters and

client account and password information, as follows:

System Status > “ Network Monitor X Overview X x W Taboperation~
Basic Network
LZTP Client
Advanced Network >
VPN Configuration  ~ Configuration

Network Status

Actions.
5 Ui connect fi sTop
TX 0B (0Pkts) ]

12ip2

System Status | NetorkMonitorx  Overvewx x M | Taboperstion~

Basic Network
L2TP Client
Advanced Network >

Interfaces - L2TP2

VPN Configuration ~
On this page you can canfigure the netwark interfaces. You can bridge several interfaces by ficking the *bridge inferfaces” ficld and enter the names of several network interfaces separated by spaces. You can

also use VLAN notation INTEREACE. TLANIR (e.0.: exhd. 1)
General Setup Advanced Settings Encryption

Status  RX.0B(0Pkts)
Tx 08 (0 Pkts)

Protocal  |oTp ~

LzTP Server | 60 208 217 221
OpenVPH
PAR/CHAP usemame | i3
System Management >

PAP/CHAP password | sessss

Logout

[Protocol]: Default protocol type: L2TP;

[VPN server]: Fill in the IP address of the remote server, generally the public network

IP address;

[PAP/CHAP username, password]: Fill'in-the client account and password assigned by

the VPN server;

2) Select "Advanced Settings" to configure some specific advanced parameters, as
follows:
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System Status 44 | NetworkMoniiorX | OverviewX x | Tab operstion =

Basic Network > Interfaces - L2TP2 =

wiork interfaces. You can bridge several interfaces by ticking the bridge interfaces” field and enter the names of several network interfaces separated by spaces. You
TLANR (2.0 #th0. 1)

On this page you can configure th
Advanced Network > can also use VLAN notation INTERF

VPN Configuration ~

General Setup Advanced Setfings Encryption

Bring up on boot g

Obtain IPvG-Address  Automatic ~
Use default gateway g

Use gateway metrnic g
OpenVPN

System Management » Manual Address | 172.16.14.200:172.16.10.1

Logout

Use DNS servers advertised by peer g

Override MTU | 4500

LCP echo failure threshold 5

LePechointerval 3

Additonal command line arguments for PPP

[Startup]: After checking, the router will automatically start and connect to the L2TP service

every time it restarts;
[Obtain IPv6 address]: The default is automatic, you can choose to disable or manually;

[Use default gateway]: After checking, the router can automatically'address the server terminal

network;

[Manually assign address]: You can specify the VPN address; set the format 172.16.100.2 (client

address): 172.16.100.1 (VPN server gateway address);

[MPPE encryption]: Fillin the encryption type consistent with the VPN server, otherwise you may

not beable to connect to the server;
[LCP response failure threshold]: LCP response times, the default is 5;
[LCP response interval]: LCP response interval, the default is 3s;

[Response timeout]: Inactive connection control with the server, the default is 0, which means

continuous connection is supported;

[Additional parameters for PPP]: Customize PPP parameters, such as debug, etc.;

3) Select "Encryption Method" to set whether IPSec configuration is enabled (default
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is none), and the L2TP key is as follows:

System Status W | NetworkMoniorX | OvervewX x » | Tabopemson -

Basic Network

LITP Client
Advanced Network F———
Interfaces - L2TP2

On this page you can configure the network interfaces You can bridge several interfaces by ticking the "bridge interfaces field and enter the names of several network interfaces separated by spaces You can
also use VLAN notation INTERFACE. VLANNR (£.9.: eth0. 1).

VPN Configuration

General Setup Advanced Settings Encryption

PSecsettings | Enale ~

Pre-shared Key T
CTEVERS Local Gateway 192 165.10.157(WAN) W
OpenVEN
IDType  Address b

System Management >
Anoressive Mode [

Logout
TRANSPORT [ L
1PSeclogging [

LITPKey | Opfional

BACK TO OVERVIEW SAVE & APPLY

4) The L2TP client connects to the server successfully, as follows:

» | Taboparation~

System Status > Network Manitor X | Overview % ®

Basic Network

L2TP Client
Advanced Network
VPN Configuration Configuration

Hetwork Status Actions

_ Uptime: Ch 2m 0s
RX: 4595 KB (122 Pids )
Address: 172.16.14.20%/32
Gateway: 17216.10.1

System Status > Network Monitor % | Ovendewx | L2TP% x W | Tabopertion~

Basic Network :
Network Diagnostics

Advanced Network

Network Utilities
VPN Configuration

172.16.10.1

IPvd ~ m : T TRACEROUTE NSLOOKUP

System Management ~
System
Administration
Backup / Flash Fimmware:
Network Diagnostics

Device Reboot

Logout
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6.4 IPSec Client

The IPSec network is mainly used to connect different client router devices to
the IPSec server through the IPSec protocol dial-up configuration so that the client
router subnet devices and the server terminal network devices can communicate
with each other at will.

The specific configuration is as follows:

6.4.1 IPSec security strategy

The IPSec security strategy is mainly to set the server-related parameters, and
configure the IKE/ESP security proposal, encryption algorithm, national secret SM3
algorithm and other parameter settings of phases 1 and 2 of the entire IPSEC

communication.

6.4.1.1 Basic Settings

Select "Virtual Private Network" --- "IPSec" --- "IPSec Security Policy" --- "Basic

Settings" to configure specific parameters. Examples are as follows:

System Status > # | NetworkMonitrx | Overiewx | (3TPX = Network Diagnostics X x |

Basic Network. >
PSec SA IPSec Policy
Advanced Network >

IPSec Policy
VPN Configuration  ~
IKEV1

General Settings
Enable IPSec Server

Local Gateway 192 168.10157(WAN)

Local Subnet 192 168.1.0/24 b

Local Virtual Address By Remote v

System Management >
Remote Gateway = 192 168.10.3

Logout

Remote Subnet 192 129.1.0/24
Femote Security Firewall [

Debugloa  Info ~
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[Enable IPSec service]: Check whether to enable;

[Local Security Gateway]: Fill in the local 4G dial-up IP interface (3GWAN1), the

example is the local interface WAN;
[Local Subnet Range]: Fill in the client's local subnet range;

[Local virtual address]: The default is assigned by the opposite end (you can also

choose to customize);

[Local security firewall]: Device local client security firewall parameters, check

whether to enable;

[Peer End Security Gateway]: Fill in the server-side gateway IP. (usually the public

network or domain name address);
[Range of terminal network]: Fill in the range of server terminal network;
[Peer-end security firewall]: Device server-side security firewall parameters;

[Debug log]: After opening, you can view the specific connection debug log;

6.4.1.1 Security proposal

Select "Virtual Private Network" --- "IPSec" --- "IPSec Security Policy" --- "Basic
Settings" drop down to "Security Proposal" to configure specific parameters, as

follows:
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Phase 1 configuration: Mainly configure parameters such as working mode
(aggressive mode/main mode), encapsulation mode (tunnel/transmission mode),

pre-shared key, security proposal, IKE lifetime, and DPD peer detection.

System Status > # | NetworcMonitorX | OvenewX | LZTPX  Network Disgnostics X x

Basic Network > &
Remote Subnet 192 129.1.024

Advanced Network >

Remate Securiy Firewall [

VPN Configuraion

Debuglog  Info ~

Proposal
Phase 1 Phase?  XAUTH  Custom

Agyressive Mode

NN VPN

EncapsulationMode  TUNNEL b
OpenVPN
Authentication Mode  pre.shared Key ~
System Management >
Pre-shared KEY  sumeesneenes
Logout
Propasal  mds.3des-dnz v
IKELifetime | 28000
DPD

Phase 2 configuration: Mainly configure the security proposal, PFS parameters,

and ESP lifetime of this phase.

System Status > 4 NetworkMoniiorx | OveniewX | L2TFX | Menwork Diagnostics X % il il
Basic Network > .
Local Subnet 192 168.1.024 v
Advanced Network >
Local Virtual Address By Remote ~

VPN Configuration  ~

Local Security Firewall [

GRE

. Femote Gateway 192 168.10.3
Remate Subnet 192 126.1.0/24

Remote Securty Firewall ()

Debuglog  Info ~
NZN VPN
OpenvPN
Proposal
System Management >
Phase 1 Phase 2 XAUTH Custom
Logout
Proposal  mgs-3des ~
PS5 w

ESPLifetime 3600
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XAUTH (extended authentication) configuration: User name/password can be

set.

System Status > 4 | MNetworkMnitor X | OverviewX | L2TP % | Nefwork Disgnostics X x W | Tabopembon~

Basic Network > Enable IPSec Server
Advanced Network > Local Galeway = 192.188.10157(WAN)

VPN Configuration ~ Local Subnet 192 168 1.0/24 ~

GRE

Local Virtual Address By Remate v
PPTP
Local Security Firewall [

Remote Gatewsy  192.168.10.3

Femate Subnet  192.129.1.0/24

NEN VPN Remote Security Firewall [

WPN
Open Debuglog  Info v

System Management >

Logout
s Proposal

Phase?  Phase2 | XAUTH | Custom
Usemame  Opfional

Password  Optional

SAVE & APPLY

Custom settings: If both ends of the server-side settings are based on FQIN name
ID authentication, you can configure specific -authentication parameters, such as

leftid (client authentication ID name) and rightid (server authentication ID name).

System Status B 4| NetworkMonitor % Overview % L2TPx  Metwork Disgrostios % x

Basic Network
Enabie IPSec Server

Advanced Network >

Local Gateway 192 168.10.157T(WAN) v
VPN Configuration

Local Subnet | 192.168.1.024 ~
GRE
o Local Virtual Address By Remote v
o Local Security Firewall [

IPSec Remote Gateway ~ 192.168.10.3

EOIP

Remote Subnet 192 129.1.0/24
NZN VPN

Remate Security Firewall [

OpenVPN

Debug Lo
System Management > | ¥

Logout

Proposal

Phase 1 Phase 2 XAUTH Custom

Custom -

SAVE & APPLY RESET
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6.4.2 IPSec Security Alliance

Here you can view the tunnel establishment status and data flow at both ends of

the IPSec. After the tunnel is successfully established, the following is as follows:

¥ | Taboperstion~

System Status > # | MetworkMonitorX | OvervewX | LZTPX | Network Disgnostics X x

Basic Network
PSecSA 1PSec Policy
Advanced Network *

List of IPSec SA

VPN Configuration  ~

Active Connection

No. Tunnel Data Flow

1PSec Service is running
No entrie

6.5 EOIP Client

This function is similar to that used by the GRE VPN. client, but the
authentication parameter here is the tunnel ID (0-500), and the specific configuration

refers to the use of GRE VPN. as follows:

System Status » | NemorcMonitorx | Ovencewx | LZTP X x

Basic Network 2

EOIP VPN
Advanced Network >
Configuration
VPN Configuration ~
Network Status Actions
{aPkis)
; L e connect [ stoe || Eom
eoipd i
System Status > « Network Monitor X OveviewX | L2TPX x W b aperation =
Basic Network >
EOIP TUNNEL
Advanced Network >
ecip configure
VPN Configuration
Enabled g
GRE
Bring upon boot
L2 Remote P 192.165.10.154
il Tumel D 4gp

lpaddr 1111116

BACK TO OVERVIEW SAVE & APPLY
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6.6 N2N VPN Client

The N2N network is mainly used to connect different client router devices or PC
computer clients to the N2N super node server through the N2N protocol dial-up

configuration to achieve the following two main usage scenarios.

Scenario 1: The PC client can remotely access any subnet host in different router

clients.

Scenario 2: Subnet hosts between client devices of different routers can

communicate with each other at will.

The specific configuration is as follows:

System Status > # | NetworkMonitor X | OvevewX | L2TRX | EOIPX x » sparat
Basic Network
n2n vpn
Advanced Network > A Layer Two Peer-to-Peer VPN Protacol
VPN Configuration  ~ Configuration
GRE Network Status Actions
P | MAC-Address: undefined
g R0 8 (0 Pkts) comnecT i STOP m
edgel TX: 08 (0Pkis )
NZ2N VPN
OpanVPN
System Status > 4« NetworkMonitorx | Ovenview X x W | Tabopemtion=
Basic Network
N2N VPN
Advanced Network > A Layer Two Peer-to-Peer VPN
VPN Configuration  ~ Edge
GRE Enabled
Bring up on boot
Verson  yp v
Supemeds | imnode szchilink com
NZNVPN Fort | 9018
OpenVPHN Community | superi234s
System Management > x| ez
Logout |
oo Ipaddr | 172 16 100.8
Route

BACK TO OVERVIEW SAVE & APPLY
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System Status > “ | Network Moritor

Basic Network.

nzn vpn

Advanced Netwerk > A Layer Turo Peer-to-Pesr VPN Protacol
VPN Configuration. -~ Configuration

i Network Status Actions
Uptime: Oh 1

MAC-Address: AGB5.D5:9D:82.29
edged 4

™ T )
1Pva: 17216.100.9/24

PPTP.

[Version]: Super node server optional protocol version V1 and V2;

[Super Node]: Fill in the IP address of the remote central server, generally the public
network IP address;

[Port]: The service port of the super node server;

[Community]: N2N constitutes a point-to-point network/identification name. Note:
The names and passwords of the two client nodes must be exactly the same;

[Secret Key]: The verification password of the child node community network, the
passwords of different nodes must be consistent;

[Address]: The virtual IP" address in' a peer-to-peer network, usually a private
network;

[Routing and forwarding]: Used to automatically forward and access different

sub-node routing networks;

6.7 OPEN VPN

The OPEN.VPN network is mainly used to connect different client router devices
to the OPEN server after dialing through a specified protocol, so as to realize the
following two main usage scenarios.

Scenario 1: The PC client can remotely access any subnet host in different router
clients.

Scenario 2: Subnet hosts between client devices of different routers can

communicate with each other at will.
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The specific configuration is as follows:

1) Select "Virtual Private Network" --- "OPEN VPN" to configure related

parameters. The default interface examples are given as follows:

System Status > 4| MNetworcMonior | Oveviewx  NZNVPN X SystemLog ¥ %

Basic Network
OpenVPN

Advanced Network >

Below is a list of configured OpenVPN instances and their current state.

VPN Configuration  ~

Hame. Mode Enabled Port Protocol Started Status Start/Stop

0 S - o - . L =r @

NZN VPN

[

System Status B ¢ | etvorkNonitorx | Ovevewx | N2HVPNx | Systemlogx - il i
upenvenN
Basic Network Be
Advanced Network Configuration
VPN Configuration  ~ enabied
GRE
veb | 3 ~
PPTP.
port 1194
funipws )
N2N VPN
OpenVPN nobind
System Management >
Logout oo |45y v
keepalive | 560
ot | udp v
client
remote 192 168 10 89
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2) Then click the "Add" button to add the openvpn client CA certificate, cert
certificate, and key key certificate generated in advance on the server side one by
one, and correctly configure the server IP address and port number, use protocol
(default is udp), etc., and save the application The post-connection conditions are as

follows:

M2M wireless terminal Cellular Router

System Status > s X | OveiewX | N2NVPNX | SystemlogX x B | Taboperafion~

Basic Network > = i i
pot  q194
Advanced Network >
VPN Configuration tunipv [
GRE
PPTP nobind
compzm  yes ~
keepalive
N2N VPN =8
CpenvPN
proto udp v
System Management >
Logout chent
remote 192.168.10.98

--Additional Fieid — v | ADD

— Additional Field —
nice

q dev_type SAVE & APPLY
server
server_bridge
Dkes12

System Status B« tetworkMoniorx | Oveniewx NENWPN % | Systemlog % x W | Tabopemsior

wnipé O

€ ¥ X
« v b« RERKSER > 5c6 > S vio|  mEese »
bind
o . ER v FEE =~ m @
camplzo  yes v o EE ek e E=]
2 s S WPsFIE Gl c.art 2018/2/27 1120 RNEH
keepalve 560 & Administrator [ ] e5key 2018/2/27 11:20  KEY i
= s 2018/2/27 1153 OVPN 324k
i = 3018/2/27 1120 H2EH
e R X L AR (©)
OpeniPN - (g
cient €
System Mat it >
ystem Management S
Logout remete 192 165.10.99 - CD Tams% (G)
= share (\10.10.11.3) (Z)
= B
o RE v 5
--Additional Field - w  ADD
e

BACK TO OVERVIEW saveaaprly fl reser
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4| MeworkMonirX | Oveniewx | NZNVPNX | Systemlogx

» | Taboperston~
comp iz v
keepalive 560
oo ugp M
lient @
remote
. 192.188.10.99 B8
OpenvPN
3 Uploaded File (160K8) | HEESIT | ST
System Management >
Logout cert \ploaded File (5 24 K8) [ SEESTHE | FHSEEMRE
ke Uploaded File (1 66K8) [T | REBREAE
— Addifional Field — v ADD
System Status B« ftcmnorimx Oumewx | NONVPNX | SystemLogx » operat

Basic Network
OpenVPN

Below s a lst of configured OpenVPN instances and their current state

Name Mode Enabled Port Pratocol Started Status Start/Stop

System Status > 4 MNetvorkMenitor® | OvervewX | SysiemlogX | OpenWPN X | Wired Mefwork X x W Taboperston=

Basic Network :
Network Diagnostics

Advanced Network >

Network Utilities
VPN Configuration >

System Management ~

Backup/ Flash Firmware
Metwork Diagnostics

Device Reboot

Logout

7.5ystem Management

This chapter mainly introduces some system Settings of the router, such as

system language, time zone, NTP server Settings and configuration of several

network access modes.

At the same time, you can modify some system default management, such as

login user name, password, shell background login access, etc. Finally, you can
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perform instant/timed restarts, firmware updates, configuration file backups, and

more.

7.1 System

7.1.1 System property

In this section you can configure the system host name, time zone and language
Settings, or change the WAN mode Settings, etc. You can also update the system local

time by clicking "Synchronize Browser Time".

7.1.1.1 General Settings

As shown in the figure below, you can change the host name (M2M by default),

time zone, language, etc.

System Status ) | NetworkMonitorx | Ovenewx | SystemlogX | Wired Network X 5 W | Tabopersbon -

Basic Network

System
Advanced Network > Here you can configure the basic aspects of your device like its hostname o the imezone
VPN Configuration > System Properties
System Management - General Settings
System Local Time: yyed May 19 16:53.37 2021

Administration
Hostname iz

Backup, Flash Firmware.

Timezone  Asia/Shanghai v
Language  English %
WANMode  3G/4G and Wired v

Time Synchronization
Enable NTP clent g
Provide NTP server ()

NTP server candidates ¢, ntp.org.cn

1.cn.pool. ntp org

nip2 aliyun.com

.‘ .nn

time1.apple com

o

7.1.1.2 Modification of WAN mode

The router supports three different "WAN modes", as described below:
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7.1.1.2.1 3G/4G and Wired (default)

It means that the device supports both WAN port network access (cascaded to
the LAN port of the upper router, and the network segment of the two routers

cannot be the same) and 3G/4G mobile network.

System Status > 0 | NetworkMonitor % | Overjewx | Systemlogx | Wired Network X *

Basic Network

System
Advanced Network > Here you can configure the basic aspects of your device like its hastname or the timezone.
VPN Configuration  * System Properties
System Management « General Setiings
System Local Time  wWed May 19 16:54.07 2021

Adminictration
Hostname  pam

Tmezone  siarshanghai ~

Language  Engiish v

WAN Mode || 36/4G and Wired ~

only 3G/4G
only Wired

36/4G and Wired

7.1.1.2.2 only 3G/4G

It means that the router only supports the SIM card mobile network and no
longer supports the WAN. network access (even if the WAN is connected to the

superior network, it does not work);

You can further switch the WAN port to LAN by checking "WAN to LAN", so that

you can connect to two user devices at the same time.

System Status > | NetworkMonitor % | Overview | Sysemlogs | Wired Network x * ‘ » o

Basic Network

System

Advanced Network > Here you c: e basic aspects of your device like it hostname or the timezone.

VPN Configuration > System Properties

System Management v General Settings

LocalTime. wedMay 19 165432 201 [ O

Hostname oM
Timezone  Asiarshanghai v
Language  English M
WANMade  only 364G ~

Enable WAN to LAN
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7.1.1.2.3 Only Wired

It means that the router only supports wired WAN network access and no longer
supports SIM card mobile network (it will not work even if the SIM card is inserted

and the network is successfully connected).

System Status > “ Network Monitor % Overvew X | Sysiemlog X ;| Wired Network X x " T
Basic Network
System
Advanced Network Here you can configure the basic aspects of your device like its hostname or the timezone.
VPN Configuration > System Properties
System Management v General Settings

System Local Time yed May 13 1654522021 [N R BTl =2

Hostame o

Timezone - AsiaiShanghai v
Language  Engiish ¥
I WAN Mode | only Wired v| |

7.1.2 Time synchronization

The router system supports the NTP network timing service, and the device has
several default NTP servers. You can also customize to.add or modify other NTP

servers.

System Status > 40 | NetworkMonitorx | OvevewX | Sysemlogx | VWired Network X x W | Taboperation=

Basic Network

System Praperties
Advanced Network >

General Settings
VPN Configuration >

Local Time wied May 19 16:55:27 2021 [T RE RS
System Management -

Hostname  pyam

Systern
Timezone  Asia/Shanghai ad

Language  Engiish o

WA Mode 36146 and Wired 4

Time Synchronization

Erable NTP cent
Provide NTP server [

NTP server candidates  cn_nip.org.cn
1.en pool.ntp.org

nip?2 aliyun com

fime1 apple.com

SavE &APPLY Ml RESET
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7.2 Administration

In this chapter, you can modify the system's Web login password (default admin),
Web access port (default 80), background SSH access (default LAN access, port 402)
and other management permissions (in order to use the device safely, it is suggested

that customers should change the default parameters when using the device).

System Status > @ | NetworkMonitorx | OvenewX | SysemlogX | Systemx = » operat
Basic Network. > Router Password -
Changes the administrator password for accessing the device
Advanced Network >
VPN Configuration > Password
System Management v ki
System
Adminisiration Web Access
Changes the part for aceessing the panel of web
Backup / Flash Frmware
Nebuork Diagnostics
Pot g
SSH Access
Dropbear offers SSH netwark shell access and an integrated SCP server
Dropbear Instance
DELETE
Interface  unspecified >
ot 400

Password authentication

Allow root logins with password

7.3 Backup/flush Firmware

In this chapter, you can perform the following operations on the device system,

such as firmware upgrade, backup parameters, reset, etc.

System Status » W MebeorkMonitor® | OvenewX | SysiemlogX | Sysiem x

Basic Network >
Flash operations

Advanced Network  *

Actions Configuration
VPN Configuration *
Backup
System Management - Click "Benerate archive” to download a tar archive of the current configuration files.
Systam Download backip: | GENERATEARCHVE 1
Administration Restore

To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its initial state, click "Perform reset” (only possible with squashfs images).
Backup / Filash Firmware

Reset todefautis: WISECIRIZSS M 0

Restare backup |\m¢¢ RS UPLOAD ARGHIVE 3

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires a compatible firmware image).

Keen settings. B

Image: | (it | REEEARE FLASH IMAGE... 4
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7.3.1 Generate Archive

For this part, you can download some of the current configurations by clicking
the ‘Generate Archive ‘ button of the router for backup so that you can use it for the

next time.

System Status > | MNetworkMoritorX | OveviewX | SystemlogX | Sysiem

Basic Network
Flash operations

Advanced Network  ?

Actions: Cenfiguration
VPN Configuration >
v
System Management v Click "Generate archive” to download a tar archive of the current configuration files.
Sysiem Davmlead backp: | kENERATE ARGHIVE
o e Restore

To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware 1o its initial state, click "Perform reset” (only passible with squashfs images).

PERFORM RESET

i Restore backup: | [ ety | UL UPLOAD ARCHIVE

Backup Flash Fimmware

Network Disgnosiics

Logout

Flash new firmware image

Uplaad a sysupgrade-compatible image here to replace the running firmware. Check “Keep settings” to retain the current configuration (requires a compatible fismware image).

Kesp settings: [

Image: | RS | smamElTeE FLASH IMAGE

backup-M2M-....tar.g 2HER | X

7.3.2 Perform Reset

The router system supports two ways to reset. Refer to the following
instructions.
Method 1: Log in to the device Web page, and click "Execute Reset" to restore

the routing system to the factory Settings. Please perform this operation carefully.
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Really reset all changes?

M2M wireless terminal Cellular Router
System Status ? “ Network Monitor % Overview % System Log _ »

Flash operations /
Acticns Configuration

System Management ~ Click "Generate archive" to dawnload a tar archive of the current configuration files.

VPH Configuration >

Dounlead backup:  GENERATE ARCHIVE

rated backup archive here. To reset the fimware to its initial state, c

Sl PERFORM RESET

Restore backup: | [gmarye | SIS UPLOAD ARCHIVE

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires 4 compatible firmware image).

Keep settings: @2

Image:  [GEmmer | mEmmasr FLASH IMAGE

Method 2: When the router is powered on, long press the black RST button for
about 10 seconds and then release it (all the lights except the PWR power lamp are

on and off to complete the reset).

7.3.3 Upload Archive

For this part, you can upload the backup configurations file by clicking the
‘Upload Archive ‘ button of the router so that you have no need to configure it again

manual ly. It takes about 2-3 mins, so just be patient .You can handle it like below.

System Status > | NetworMonimrx | Ovevewx | SystemlogX | System x @ o7 %
Basic Network > % « TR > 2y dow 201911..
Flash operations « +* pog = my download 2019, v & B my download g p
Aedvamcod Wetwroris: ¥ Actions. |  Configuration AR~ SRR - M @
VPN Configuration > B =E ~ER B 1
Back |
8 S WPSHIE C B backup-M2M-2021-03-16 .. 2021/3/16 183

System Management ~ Click "Generate archive” o dawnload a tar archive of the current configuration files. 2021/5/19 165
1/5/19 16

& Administrator
= BACKUP-ZR27215-v2.2.200915-20..

/9/23 16:5

Download backup: | GENERATE ARCHIVE [T = b W i
o il B Beyond_Compare-4-Win-Release....  2020/9/21 9:35
Rest e =
- s WPsHE B cniffilter-mx360series-3.50-1-debit.. 2021 54
Ta restore configuration files, you can upload a previously generated backup archive here. To reset L AR (C) B s i ;
i ) & dump_lan_1.pcap

Feset to defaults - Rl (DY B emax-se-ubuntu16.04-4.2.5-x86.6.

— 3T (E) el i >
Restore backup: | pmote | sz upy
= [ e e T el .
a FIFFHQ) B

7.3.4 Flash Image

For this part, you can upgrade the router device by clicking ‘Flash Image ’"button.
The upgrade process takes 2-3mins. Do not power off the device during this time,

otherwise the upgrade will be abnormal and the system cannot be logged in again.
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System Status > @ MemomMeniors | Overvews  Sysemlogx | Systemx

@ 77 X
Basic Network 2 “ T P =TT
Flash operations « + releaze > v22210114 y | | #2210 )
Advanced Network > B  Cocfiuration anv  FERwEs =+ ™ @
VPN Configuraion > mEE A ER ~
& WSS | print-server-v2.2.210114-sysupgrade.bin
I, M- o dar vhgurat X dintisin B print-serverv2.2.210114-sysupgrade tar
Dawnioad backup. | GENERATE ARCHIVE ik | qead531-frpc-v2.2.210114-factory.bin
- [1 qea9531-frpc-v2.2.210114-sysupgrade.bin
Restore & WPSHIE B qcag531-frpe-v2.2.210114-sysupgrade.tar
To res onfi upioad a previously gener; back chive here To reset " A
e A Py e T s i HHRE (C) E 2953 1-full-v2.2.210114-factory.bin 20
s - i (D) qeag531-fullv2.2.210114-sysupgrade bin 2021,
— 3 (E3 il >
v (e | mamERn uel
RAE(N): | qeag531-full v22.210114-sysupgre | | FREREE () ~
d =
he g firmware. Check "Keep settings” to retam th quration firm mage)
b

System Status > 0 Network Monitor X Overvew  Systemlog®  System ¥ W | Tabopers

Basic Network
Flash Firmware - Verify

loaded. Belaw is the checks d file size listed, compar

Advanced Network > The fl
Click "Proceed” helaw to start the flash procedure.

VPN Configuration  »

Checksum

System Management ~

Configuration files wil be kept

Backup/ Flash Firmmare

Network Diagnostios

p——
canceL | PROCEED
—

Note: Select the "Keep settings" button, and the system will retain the user's

original configuration parameters after upgrade. When upgrading firmware across

versions, it is recommended nhot to check this.option to prevent incompatible use of

some system functiens.

7.4 System diagnostics

This chapter mainly introduces and instructs users how to confirm whether the

router network is unblocked by using ‘ping’(to test whether the Internet is accessible

) and ‘traceroute’ (to track and view the network routing table) tools.

In particular,

if you can ping an external

network address (such as

www.yahoo.com) successfully, the network is reachable. Otherwise, it indicates that

the current network is abnormal and cannot be connected to the Internet, which

requires further investigation and processing.
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System Status » W | NetworkMonitorx | OveniewX | SystemlogX | Systemx x ® | Taboperstion=
Basic Network
MNetwork Diagnostics
Advanced Network
Network Utilities
VPN Configuration >
v yahoo com

System Management ~

=

——
Logout

Basic Network )
Network Diagnostics

Advanced Network >

Network Utilities

VPN Configuration >

W yaya.com
System Management -

RN PiNG IPrd v NSLOOKUP
System

Administration

Backup Flash Finmware

Network Diagnostics

Devics Rebaot

7.5 Device Reboot

7.5.1 Reboot now

Here you can restart the router immediately by clicking the Execute button if you

need to.

7.5.2 Reboot timer

With this feature, you can set a specific time to restart the router system by date,

hour, or minute.
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System Status Network Monitor X | Oveniewx | Sysemlogx | Sysiem X x B | Tab operstion -

Basic Network
Device Reboot

Advanced Network > Reboot right now of set a rebaot timer

VPN Configuration > Rebaot now

System Management

-
Adrinistration Reboot Timer
S
Minutes ¢ -
Logout
Peiod ([  Sidy [0 Monday () Tuesdy (I Wedesday (O Thusdy [ Friday [  Saturday

s
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8.Exit

Clicking the "Exit" button will automatically log you out of the current

device's web page and return to the re-login state.

9. Overview of Router Open Ports

Port Protocol | State | Service Description
53 | tcp open | domain DNS
80 | tcp open | http Web Server
402 | tcp open | ssh SSH for Dropbear
443 | tcp open | https Web'Server
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Appendix: Network Abbreviations

The following abbreviations are only listed based on the current router system
(the order is not limited), and hope to provide basic help for you to understand

some network terms.

abbreviation

describe

Host network access related:

M2M Machine to Machine

IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

MAC Media Access Control Address

TTL Time To Live

MTU Maximum Transmission Unit

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

ARP Address Resolution Protocol

Device/SIM card identification:

IMEI International Mobile EquiPment Identity
IMSI International Mobile Subscriber Identity
ICCID Integrate Circuit Card Identity

usimMm Universal Subscriber Identity Module
SIM Subscriber Identity Module

APN Access Point Name

Operator network standard:

LTE Long Term Evolution
TDD Time Division Duplexing
TD-SCDMA Time Division-Synchronous
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Code Division MultIPle Access

GSM/GPRS/EDGE Global System for Mobile Communications

General packet radio service

Enhanced Data Rate for GSM Evolution

FDD Frequency Division Duplexing

CDMA2000/HDR Code Division MultIPle Access 2000

High Data Rate

CDMA Code Division MultiPle Access
WCDMA/HSDPA/ Wideband Code Division - MultIPle Access
HSUPA/HSPA+ High Speed Downlink Packet Access

High Speed Uplink Packet Access

Enhenced High-Speed Packet Access

Common network domains:

WAN Wide Area Network

LAN Local Area Network

VLAN Virtual Local Area Network

MGT Management

WLAN Wireless Local Area Network

WWAN Wireless Wide Area Network
3GWAN1 3G/4G Wide Area Network

PPPoE Point-to-Point Protocol Over Ethernet
PPP Point to Point Protocol

Common network protocols:

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol
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over SecureSocket Layer

TCP Transmission Control Protocol
ubP User Datagram Protocol

ICMP Internet Control Message Protocol
PING Packet Internet Groper

Wireless WiFi use and encryption:

AP Access Point

STA Station

SSID Service Set Identifier

ESSID Extended Service Set Identifier
BSSID Basic Service Set Identifier
WMM Wi-Fi Multi Media

WEP Wired Equivalent Privacy

WPA Wi-Fi Protected Access
WPA-PSK WPA-Preshared Key
WPA2-PSK WPA2-Preshared Key

TKIP Temporal Key Integrity Protocol
AES Advanced Encryption Standard

Firewall related use:

QoS Quality of Service

DMZ Demilitarized Zone

NAT Network Address Translation

SNAT Source Network Address Translation
DNAT Destination Network Address Translation
UpNp Universal Plug and Play

ACL Access Control Lists

Positioning/timing service:

GPS Global Positioning System
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LBS Location Based Services
McCC Mobile Country Code
MNC Mobile Network Code
LAC Location Area Code

CID Cell ID

SID System ID

NID Network ID

BID Base station ID

BD BeiDou

NTP Network Time Protocol

Virtual private network use:

VPN Virtual Private Network

VPDN Virtual Private Dial Network

GRE Generic Routing Encapsulation

PPTP Point-to-Point Tunneling Protocol

L2TP Layer 2 Tunneling Protocol

IPSec Internet Protocol Security

EolP Ethernet over IP

N2N Node to Node

LCP Link Control Protocol

PAP Password Authentication Protocol

CHAP Challenge Handshake Authentication
Protocol

MPPE Microsoft Point-to-Point Encryption

Algorithm and verification protocol:

MD5 Message-Digest Algorithm
DES Data Encryption Standard
3DES TrIPle Data Encryption Algorithm
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SHA Secure Hash Algorithm

DH Diffie-Hellman

SM3 /

IKE Internet Key Exchange

DPD Dead Peer Detection

PFS Perfect Forward Secrecy

ESP Encapsulating Security Payload
XAUTH Extended Auth
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